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Preface

Thank you for choosing IP-COM! Before using your device, please read this guide carefully.
Conventions

If not specifically indicated, “AP”, “this device” or “this product” mentioned in this User Guide stands for

AP355V2.0.

As this AP supports both 2.4G and 5G, we will take 2.4G as an illustration throughout this guide.

Typographical conventions in this User Guide:

Item Presentation Example

Button Bold “Click the Save button” can be simplified as “Click Save”.
Menu Bold “The menu Basic” can be simplified as Basic.

Continuous Steps > Click Wireless > Basic

Symbols in this User Guide:
Item Meaning

This format is used to highlight information of importance or special interest. Ignoring this

A Note

type of note may result in ineffective configurations, loss of data or damage to device.

Tip This format is used to highlight a procedure that will save time or resources.
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How to Obtain Latest Product Info

As AP355V2.0 can also be managed by IP-COM access controller AC2000, you can also view the User Guide of

AC2000. For latest product information, visit IP-COM official website http://www.ip-com.com.cn and input the

corresponding product model in the search bar.

(= C'| & www.ip-com.com.cn =

| Agile Product Life... BugFree

I p - c D M Product Solution How to Buy Partner Service About Us

World Wide Wireless

Smart Wi-Fi

IP-COM in 24th
Convergence India 2016

20-22 January 2016
Stand B141, Hall 18, Pragati Maidan, New Delhi

Technical Support

Tel: (86755) 2765 3089

Email: info@ip-com.com.cn

Website:  http://www.ip-com.com.cn
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Product Overview

1.1 Overview

IP-COM AP355, the high-density ceiling access point, is an enterprise-grade, high performance Gigabit Wi-Fi
access point, prepared for ultra-high density environments. Through the 802.11ac WiFi technology and enhanced
transmitted power and receive sensitivity, it can increase WiFi coverage, improve access density and operation
stability. You can power on this AP either with the included power adapter or with an IEEE 802.3at-compliant PoE
device. Under the management and control of the IP-COM series AC, it supports advanced features like access
control, load balancing, seamless roaming, multiple authentication modes and so on. It is an ideal choice for

medium-sized enterprise offices, conference halls, multimedia classroom WLAN Deployment.

1.2 Package Contents

Unpack the package and verify that the following items are included:

Wireless Access Point * 1 Power Adapter * 1 Ethernet Cable * 1
(12V 1.54)

Bracket * 1 Screws * 3 Expansion Bolts * 3

o

Install Guide * 1

If any item is missing, incorrect or damaged, please contact our reseller with the original package for replacement.

1.3 Appearance
1.3.1 LEDs, interface & button



Product Overview

LEDs

SYS

2.4GHz

5GHz

Interface & Button

RESET

PoE

SYS
2.4GHz

5GHz

PoE

Description

The system/AC LED. When the AP is not managed by an AC (access controller), it

displays green. When the AP is managed by an AC successfully, it displays orange.

>
>
>

Solid green: The AP is powered on.
Blinking green: The AP works properly.

Blinking orange: The AP has been managed by an AC. You need to log in to
the Web UI of the AC to view the AP’s login IP address.

Off: The AP is not powered on, malfunctions occur or LEDs are disabled
manually.

Solid: 2.4G WiFi is enabled.
Blinking: 2.4G wireless data is being transmitted.

Off: 2.4G WiFi is disabled or LEDs are disabled manually.

Solid: 5G WiFi is enabled.
Blinking: 5G wireless data is being transmitted.

Off: 5G WiFi is disabled or LEDs are disabled manually.

Description

Pressing it for over 7 seconds restores the device to its factory defaults.

LAN/PoE (802.3at) port. You can connect it to a computer, or an IEEE
802.3at-compliant PoE switch, etc.

-3-



Product Overview
PWR Used for connecting to the included power adapter for power supply.

1.3.2 Label

The label is attached on the bottom of the device as shown below:

WWW.ip-Com.com.cn
Made in China

Wireless Access Point
Model: AP355
D I — IP Address: 192.168.0.254

Username: admin
(2) —mmmmmnees &
{Password: admin ® -
(3) ) _ C
Power: 12V ==1.5A HDHS
FCC ID: 2ABZMAP355 coreuant |

(1) Default login IP address of the AP. When the AP is not managed by an AC (access controller), you can use this
IP address to log in to the web Ul of the AP.
(2) Default login user name and password of the AP Web UI.

(3) Power input of the AP. You can use the included power adapter to power on the AP.
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Device Management

2.1 Network Tolopogy

For small-scale networks, you can deploy your network as shown below. In this case, you can manage the AP via

its own Web Ul.

Internet

Router

Core Switch

Network Administrator

(A



Device Management

For centralized, large-scale networks, it is complicated for you to manage all APs independently in your network.
In this case, you can deploy an access controller (like AC2000) to manage all your APs (APs work in Local mode)

centrally.

Internet

Server

Core Switch

W

Access Controller Network Administrator

PoE Switch PoE Switch




Device Management

When many APs are scattered here and there, it is suggested to set these APs in Cloud mode, so that the AC (in

cloud mode) from the Internet side can centrally manage these scattered cloud APs.

Internet

Router

Core Switch Server

Network Administrator

PoE Switch

PoE Switch

AP AP

9 (% o %
G ' o

v
\

AP

2.2 Management Method

You can manage this AP either via its own Web Ul or via the IP-COM access controller AC2000.

When the AP has been connected to an IP-COM access controller AC2000, it will be managed by the access
controller and obtain its IP address info from the access controller. In this case, you can log in to the Web Ul of the

access controller to manage the AP.

You can visit IP-COM official website http://www.ip-com.com.cn to download User Guide of the corresponding

access controller.

In this User Guide, we only instruct you how to manage the AP via its own Web UI.


http://www.ip-com.com.cn/

Device Management

2.3 Web Login

Connect the management PC to the switch which the AP is connecting to and then follow steps below:

1. Set your management PC’s IP to a static IP address within the following range: 192.168.0.X (2~253) and a
subnet mask of 255.255.255.0.

G N
Internet Protocol Version 4 (TCP/IPvd) Properties L2 o]

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an IP address automatically

@ Use the following IP address:

IP address: 192.168. 0 . 6
Subnet mask: 255.255.255. 0

Default gateway:

- e - o= o= -

Obtain DNS server address automatically

@ Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
[T validate settings upon exit

ok J[ concel |

)

2. Launch a web browser, say “Google”, enter 192.168.0.254 in the address bar, and then press Enter.

3. Then you’ll be prompted to enter the default login username and password (admin for both). Click Login.

- Tip

If the following page does not appear, see FAQ 1.

AP355 'English v |

Username: |ad min

Password: [sees




Device Management

4. Then you’ll be directed to the web UI of the AP successfully. For more settings, see 3 More Features.

Www.ip—com.com.cn

System Status

Status

Wireless Status Device Name AP355
Traffic Statistics System Time 2016-03-02 09:50:44
Wireless Clients Up Time 23h 21m 55s
s Q“ SEED Number of Wireless Clients 1
Firmware Version V2.0.0.4(2996)
Hardwara Version V2.0
S wems
MAC Address 00:B0:C6:0E:6A:D8
IP Address 192.168.0.254
Subnet Mask 255.255.255.0
Primary DNS Server 192.168.0.1
Secondary DNS Server

2.4 Web Logout

You will be automatically logged out of the web Ul after a period of inactivity. You can set the length of the
inactive period, that is to say, the web login timeout is configurable. By default, it is 5 minutes. When it logs out,
your current settings won’t be saved automatically. Thus, it is suggested to save your current settings before web

logout.

-10-



Device Management

2.5 Web Layout

Three parts are included on the web page: primary/secondary navigation, three-stage navigation and the

configuration/display section.

Www.ip-com.com.cn

System Status

Status
b System Status

AP355

Wireless Status Device Name

Traffic Statistics System Time 2016-03-02 09:50:44
__ Wireless Clients Up Time 23h 21m 55s
______________________________________ . Number of Wireless Clients 1
............................ i Firmware Varsion W2.0.0.4(2996) @
= 1 Hardware Version V2.0
””””””””””””””””””” MAC Address 00:B0:C6:0E:6A:D8
""""""""""""""""""""" IP Address 192.168.0.254
--------------------------------------- Subnet Mask 2535.255.255.0
Primary DNS Server 192.168.0.1

Secondary DNS Server

ID Name Description

o Primary/Secondary Navigation Feature menus of the AP. It is very convenient for you to choose

(2] Three-stage Navigation feature menus.

(3] Configuration/Display Section  You can configure or view your settings here.

2.6 Commonly Used Buttons

Brief introduction for commonly used buttons:

Button Description
Refresh Click it to update info on the current page.
Save Click it to save and apply your current configurations.
Click it to cancel current settings that you haven’t saved and restore to previous
configurations.
Click it to view the help info for the corresponding page.

-11 -
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More Features

3.1 Status

This section gives you an overview of device status and basic information. The following parts are included:
System Status: Display the AP’s current system status and LAN information.

Wireless Status: Display connected devices’ radio status and SSID status information.

Traffic Statistics: Display traffic statistics of all SSIDs both at 2.4GHz and 5GHz.

Wireless Clients: Display information of connected devices.
3.1.1 System Status

This page displays system status information and LAN information of this AP, including device name, system

time, up time, number of wireless clients, firmware version, hardware version, MAC address, IP address, etc.

WWw.ip—com.com.cn

System Status

Status

Wireless Status Device Name AP355
Traffic Statistics System Time 2016-03-02 09:50:44
Wireless Clients Up Time 23h 21m 555
Number of Wireless Clients 1
Firmware Version V2.0.0.4(2996)
Hardwars Version V2.0
S s
MAC Address 00:B0:C6:0E:64:D8
IP Address 192,168.0.254
Subnet Mask 255.255.255.0
Primary DNS Server 192.168.0.1

Secondary DNS Server

3.1.2 Wireless Status

This page displays radio status and SSID status at both 2.4GHz and 5GHz. Up to 8 SSIDs can be supported at
2.4GHz and 4 SSIDs can be supported at 5GHz. Click Status > Wireless Status to enter page below. To view

5GHz wireless status, click 5GHz Wireless Status.

-13-



More Features

www.ip—com.com.cn

NEEEERSENIEY S5GHz Wireless Status

2.4GHz W

Status
} Wireless Status Radio (On/Off) on
Traffic Statistics Netwark Mode bfa/n
Wireless Clients Channel 13
Background Noise(dBm) a2
Channel Utilization(%) 27
TX(%) 2
RX(%) 0
- ewes ]
SSID MAC Address Working Status Security Mode
IP-COM_OEGADS 00:B0:C6:0E:64:D9 Enabled WPA-PSK
IP-COM_OEGADA 00:B0:C6:0E:6A:DA Disabled None
IP-COM_OEGADB 00:B0:C6:0E:6A:DB Disabled None
IP-COM_OEBADC 00:B0:C6:0E:6A:DC Disabled None
IP-COM_OEBADD 00:B0:C6:0E:6A:DD Disabled Nane
IP-COM_OEGADE 00:B0:C6:0E:64A:DE Disabled None
IP-COM_OEGADF 00:B0:C6:0E:64:DF Disabled Nong
IP-COM_OEBAED 00:B0:C6:0E:6A:ED Disabled None

3.1.3 Traffic Statistics

This page displays total RX/TX traffic statistics and total RX/TX traffic packets of corresponding SSIDs. Click

Status > Traffic Statistics to enter page below. To view 5GHz traffic statistics, click 5GHz Traffic Statistics.

Www.ip—com.com.cn

Rl PRIl e SGHz Traffic Statistics

Status

System Status

Wireless Status

» Traffic Statistics IP-COM_OEGADQ 1.96MB 10684 3.57MB 14550 Refresh

Wireless Clients IP-COM_OEGADA 0.00MB 0 0.00MB 0

- Q 3 ckSetup ----------------------- IP-COM_OEGADB 0.00MB 0 0.00MB 0
---------------------------------------- IP-COM_OEBADC 0.00MB 0 0.00MB 0
IP-COM_OEGADD 0.00MB 0 0.00MB 0

________________________________________ IP-COM_OEGADE 0.00MB L] 0.00MB 0
________________________________________ IP-COM_DEGADF 0.00MB i} 0.00MB i}
---------------------------------------- IP-COM_OEBAED 0.00MB 0 0.00MB 0

Click Refresh to view latest traffic statistics.

-14 -
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3.1.4 Wireless Clients

This page displays information, like MAC address, IP, connection duration and link speed of connected clients.

Click Status > Wireless Clients to enter page below. To view 5GHz client info, click 5GHz Client List.

WWw.ip—com.com.cn

pRCIc PRI MRE SGHz Client List

Status
System Status This section displays information of connected clients (if any). Help

Wireless Status Host(s) Connected Currently: [ IP-COM_DEGADS v

Traffic Statistics

» Wireless Clients 1 AB:AG:68:14:8C:15 192.168.0.141 00:32:35 1Mbps 6Mbps

Quick Setup

Click the drop-down menu at the top right corner and you can select to view the corresponding SSID’s connected

client info.

3.2 Quick Setup

This section mainly walks you through operating modes of the AP. Click Quick Setup to enter page below and

you can select the proper operating mode in terms of your network environment.

Www.ip—com.com.cn

Quick Setup

Status

"""""""""""""""""""" WIFI Radio

Mode ®ap Mode  APClient Mode
SSID IP-COM_DEBADS fasloe
Sacurity Mode [ None v

This AP supports 2 working modes: AP Mode and AP Client Mode. It's in AP Mode by default.

3.2.1 AP Mode

In this mode, the AP is connected to the Internet with an Ethernet cable, and converts the wired signal to wireless

signal for wireless coverage. The network topology is shown as below:

-15-



More Features

Core Switch

Router

PoE Switch

AP Mode AP Mode

~ ((ﬁ 0
((ﬁ |

VN

Configuration Steps: (In this example, the wireless radio is 2.4GHz, security mode is Mixed WPA/WPA-PSK,

and encryption type is AES. For other options, please refer to 3.4.1 SSID Setup.)

1. WiFi Radio: Select 2.4GHz.

2. Mode: Select AP Mode.

3. SSID: Modify the SSID (optional). The SSID is the WiFi name you need to connect to for Internet access.

4. Security Mode: Select Mixed WPA/WPA2-PSK from the drop-down list, select AES, and customize a wireless

password.

5. Click Save to apply your settings.

WWW.ip-com.com.cn

Quick Setup

S WIFI Radio 240CHz ¥
Mode ®apMode U APClient Mode
_____________________ -Resl.ore
SSID IP-COM_DEGADS
"""""""""" Security Mode Mixed WPA/WPAZ - PSK ¥
""" Cipher Type ®AESOTKIPOTKIPRAES
Security Key [12348678

-16 -
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3.2.2 AP Client Mode

In this mode, the AP will be connected to the uplink router wirelessly, and expands the uplink signal for clients

connected to the AP. Plus, configurations are only required on this AP.

Www.ip-com.com.cn

........... WIFI Radio 2.4GHz *
————— - Mode (AP Mode  ®APClient Mode
-----
SSID |P-COM_OEGADS
securtty Mode
The Uplnked APs chmnel [ ]

----------- Enable Scan

Application Scenario in AP Client Mode:

There’s already an AP (Hereinafter referred as the remote AP) installed in a hotel. Due to limited WiFi coverage or

other objects’ intereference, some rooms of the hotel may be unable to enjoy WiFi smoothly.

Then you can install one more AP in the room where WiFi signal is not strong enough for WiFi extension with AP

Client Mode. In this case, customers in distance can also enjoy the Internet.

You can take the following topology for reference.

Router Core Switch

PoE Switch

X @ o

(@

VN

-17 -
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More Features

Configuration Steps:
Assume that AP2 is the remote router as the topology displays.

1. Log in to the AP2's Ul and note down the corresponding info. Assuming AP2's info is as below:

SSID Security Mode Key (WiFi password) IP address

IP-COM_2 Mixed WPA/WPA2-PSK 86754321 192.168.0.254

2. Log in to the AP1's Ul and set its IP address to one that is different from AP2 but on the same network segment,
say, 192.168.0.253. For details, please refer to 3.3.1 LAN Setup.

3. Re-log in to the AP1's Ul with the new IP address, click Quick Setup, select AP Client Mode and click Enable

Scan.

WWw.ip—-com.com.cn

Quick Setup

Status

P Wirtrade (240 v
Mode OaPMode  ®APClient Mode
------------------------
E50) |P-COM_DEBADS
"""""""""""" Security Mode  [None 7| | Hep |
The Uplnked aPs channel [ |

------------------------------- Enable Scan

4. Select the AP2's SSID, IP-COM _2, in the list.
5. Security Key: Enter AP2's Key (WiFi password).
6. Click Save to apply your settings.

WWww.ip—com.com.cn

Quick Setup

Status

"""""""""""""""" WIFI Radio
e Mode Dap Mode ®apClient Mode
_______________________________________ SSID fpcomz

Securty Mode [ hew |
_______________________________________ Cipher Type ® AESCTKIPOTKIPRAES
_______________________________________ Security Key [12345678 |
_______________________________________ The Uplinked AP's channel I:|
Disable Scan

[C] IP-COM_2 C8:3A:35:38:62:10 bgn 20 1 none wpakwpa2/ass -68dBm ..Iun

After AP1 has bridged to AP2 successfully, wireless clients, such as smart phones, can scan and connect to AP1's

SSID, IP-COM_OEGADS? in this case, for Internet access.

-18-
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3.3 Network

This section consists of the following two parts:

LAN Setup: Display the AP's MAC address of LAN port, support to configure the AP's IP info, device name and
Ethernet Mode.

DHCP Server: Consist of DHCP Server and DHCP Client list.
3.3.1 LAN Setup

This section displays the AP's MAC address of LAN port and supports to configure the AP's IP info, device name
and Ethernet Mode.

Click Network to configure LAN parameters.

Www.ip-com.com.cn

LAN Setup

Status

"""""""""""""""""""""" MAC Address 00:B0:C6:0E:6A:D8 -m
_______________________________________ Address Mode __stanc P v
» LAN Setup 1P Address 192.165.0.254 For example: 192.168.1.1
_____ DHCFSewer Subnet Mask 266266 266.0 For example: 255.255.255.0 -m
____________________________ Gateway 192.166.0.1
Primary DNS Server 192.168.0.1

Secondary DNS Server(optional)

******************************** Device Name AP355

Ethemnet Mode ®auto-negotiation '10M half-duplex

This AP supports two address modes, Static IP and Dynamic IP, to obtain an IP address.

_ Tip
1. If the AP's IP address has changed, you need to change your PC's IP address to one that is different from the AP
but on the same network segment, and re-log in to AP's Ul with AP's new IP address.

2. By default, the AP's IP address is 192.168.0.254. It will be changed once managed by an AC successfully, and
you can log in to AC's Ul to check it.

Static IP

In this address mode, you need to configure the IP info manually. And it applies to small-scale network, where
only several APs are deployed.

Configuration Steps:

1. Address Mode: Select Static IP.

2. IP Address: Enter the AP's IP address, such as 192.168.1.254.

3. Subnet Mask: Enter the subnet mask of IP address. In general, it's 255.255.255.0.

-19-
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4. Gateway: Enter the default gateway, such as 192.168.1.1.

5. Primary DNS Server: Enter the correct DNS IP address. The Secondary DNS Server is optional.

6. Click Save to apply your settings.

WWw.ip—com.com.cn

"""""" MAC Address 00:B0:C6:0E:6A:D8
Network T Address Mode [Static P 7|
» LAN Setup 1P Address (1921681254 Forexample: 192.168.1.1
__ DHCP Server Subnet Mask |266.2562550  [For example: 255.255.255.0
................ Gateway  [1e216811 |
________________ Primary DNS Server
....................... Secondary DNS Server(optional) ]
"""""""""""" Device Name
"""""""""""" Ethernet Mode @Auto—negotlatmn O1om half-duplex

Dynamic IP

In this address mode, the AP will automatically get IP info, including IP address, subnet mask, gateway and

primary/secondary DNS server, from the existing DHCP server. It applies to large-scale network, for avoiding

collision and reducing workload of the administrator.

Configuration Steps:
1. Address Mode: Select Dynamic IP.

2. Click Save to apply your settings.

LAN Setup

www.ip—com.com.cn

Quick Setup MAC Address 00:B0:C6:0E:6A:D8
Network ---------------------------- [ Address Mode Dynamic IP v ]

» LAN Setup Device Nams AP355

DHCP Server Ethernet Mode ® puto-negotiation /10M half-duplex -m

-20-
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More Features

Parameters Description:

Iltem

MAC address

Address Mode

IP address

Subnet Mask

Gateway

Primary DNS
server

Secondary DNS

server (optional)

Device Name

Description

AP's MAC address of LAN port.

The primary SSID of the AP is IP-COM_XXXXXX, and XXXXXX is the last six
characters of this MAC address.

Select the AP's address mode to obtain IP info. It's Static IP by default.

e Static IP: Configure the AP's IP info manually, including IP address, subnet mask,

gateway and DNS server.

e  Dynamic IP: The AP will automatically get IP info, including IP address, subnet mask,
gateway and primary/secondary DNS server, from the existing DHCP server.

~ Tip

In Dynamic IP address mode, after the AP get IP info successfully, you need log in to the
existing DHCP server' Ul to check the AP's IP address in the DHCP Client List page. And
re-log in to the AP's Ul with the obtained IP address.

It's the AP's IP address for management. The computer in the same LAN with the AP can log
in to the AP's Ul with this IP address.
In general, it is in the same network segment with the LAN IP address of gateway.

_ Tip

If the AP's IP address has changed, you need to change your PC's IP address to one that is
different from the AP but on the same network segment, and re-log to AP's Ul with AP's
new IP address.

AP's subnet mask of IP address. It's 255.255.255.0 by default.

In general, AP's gateway is the LAN IP address of the uplink router.

You need to enter the correct primary DNS IP address to ensure the AP's Internet service.

If the uplink router is a DNS agent, this primary DNS server address can be the LAN IP

address of the uplink router.

If not, please enter the correct DNS server IP address.

The secondary DNS server address is optional. If you have got two DNS server IP address,

you can enter one of them here.

By default, the AP's device name is the AP's model. It is recommended to change the device

name.
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Transmission distance of its RJ45 port. The default value is Auto-negotiation, in which the

Ethernet cable can be as long as 328 feet. The faster the auto-negotiation speed is, the
Ethernet Mode
shorter the transmission distance will be. When the AP can’t communicate with its remote

device, it is advisable to select 10M half-duplex mode.
3.3.2 DHCP Server

This AP has a built-in DHCP server, which is disabled by default. The following two parts are included:
DHCP Server: Configure relevant parameters of the DHCP server.

DHCP Client List: Display client info obtained from the DHCP server.

DHCP Server

If you enable the built-in DHCP server on the device, it will automatically configure the TCP/IP settings for all
your LAN computers (including IP address, subnet mask, gateway and DNS etc.), eliminating the need of manual
intervention. Just be sure to set all computers on your LAN to be DHCP clients by selecting Obtain an IP

Address Automatically respectively on each PC. Click Network > DHCP Server to enter page below:

IP-COM.
DHCP Client List
DHCP Server Enable Save
» Start IP 192.168.0.100
End IP 192.168.0.200 Restore
Lease Time 1day v
Help
Subnet Mask 255.255.255.0
Gateway 192.168.0.254
Primary DNS Server 192.168.0.254
Sacondary DNS Server{optional)

To enable the DHCP server:

1. DHCP Server: Check the Enable box to enable the DHCP server.

2. Start/End IP: Configure the start/end IP address of the address pool.

3. Lease Time: “1 day” is recommended.

4. Subnet Mask: “255.255.255.0” is recommended.

5. Gateway: Configure the default gateway IP that the DHCP server will assign to clients.

6. Primary/Secondary DNS Server: Configure the primary DNS server. If there’s another DNS address, enter it in

the Secondary DNS Server field.

7. Click Save to apply your settings.
A Note
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If there are other DHCP servers in the network, whether enable the DHCP server on the AP, depends on your

actual needs. If you need to enable the DHCP server on the AP, to avoid IP conflicts, make sure that IP address

pool of the AP is not overlapped with that of other DHCP servers.

Parameters Description:

Iltem

DHCP Server

Start IP

End IP

Lease Time

Subnet Mask

Gateway

Primary DNS

Server

Secondary DNS

Server (optional)

Description
Check/Uncheck it to enable/disable the DHCP server. It is disabled by default.

The start IP address that the DHCP server can assign to clients. By default, it is
192.168.0.100.

The end IP address that the DHCP server can assign to clients. By default, it is
192.168.0.200.

How long the IP address can be used by the client device. It is 1 day by default.

The subnet mask that the DHCP server will assign to clients. It is “255.255.255.0” by
default.

The default gateway IP that the DHCP server will assign to clients. It is ©“192.168.0.254” by
default.

Primary DNS server address. It is “192.168.0.254” by default.

To ensure that the client can have an access to the Internet via the domain name, please enter

the correct DNS server address.

Secondary DNS server address. It is an optional item.

DHCP Client List

Click Network > DHCP Server > DHCP Client List to view DHCP clients information.

1IP-COM.

PLISCRETETY DHCP Client List

Once DHCP is enabled, client list will be refreshed automatically every five seconds.| Refresh

‘ D | Hostname | IP Address MAC Address Lezse Time

Click Refresh to view the latest DHCP client info.
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3.4 Wireless

This section allows you to configure wireless settings for your AP. The following parts are included:

SSID Setup: Configure basic SSID information for your AP, including SSID (WiFi name), clients, encryption

information, etc.

Radio: Configure wireless radio information for your AP, including Enable/Disable WiFi, network mode, channel,

etc.

Radio Optimizing: Optimize AP’s wireless performance (For professional technical staffs).

Frequency Analysis: Give you an overview of background noise and channel utilization on each channel, and

nearby wireless signals.
WMM Setup: Comfigure WMM settings.

Access Control: Configure a list of devices to allow or disallow a connection to your WiFi via devices’ MAC

addresses.
Advanced: Configure to recognize terminal types and filter broadcast data.

QVLAN: Configure QVLAN settings to secure your WiFi.

3.4.1 SSID Setup

Click Wireless to configure basic SSID settings. To configure 5GHz SSID settings, click 5GHz SSID.

Www.ip-com.com.cn

Rl PRI 5GHz SSID

Status

SSID [IP-COM_0EBADS v
________________________________________ Enable v
wireless Broadcast SSID
» SSID Setup Client Isolation @®Disable CEnable
Radio Multicast to Unicast ®Disable Enable
Radio Optimizing Probe Broadcast Packets Control ®Disshle Enable
Frequency Analysis ) )
T Maximum clients (Range:1-128)
PN — S5ID IP-comM_DEBADS |
Advanced Chinese SSID Encode
Security Mode | None v

Configuration steps for SSID settings:

If not necessary, leave other settings unchanged.
1. SSID: Click the drop-down menu to select the SSID you want to configure.

2. Enable: Check the Enable box to enable the selected SSID.
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3. Configure the maximum number of wireless clients which can be allowed to connect to the SSID.

4. SSID: Modify the SSID (WiFi name).

5. Security Mode: Select a proper security mode for your SSID (For specific steps, see parameters described in the

followings).

6. Click Save to apply your settings.

Parameters Description:

Item

SSID

Enable

Broadcast SSID

Client Isolation

Multicast to

Unicast

Probe Broadcast

Packets Control

Description

Select the SSID you want to configure.

Up to 8 SSIDs at the 2.4GHz radio can be supported on this device. The default SSID is
IP-COM_XXXXXX, which is the primary SSID of the AP at 2.4GHz.

Up to 4 SSIDs at the 5GHz radio can be supported on this device. The default SSID is
IP-COM-5G_YYYYYY, which is the primary SSID of the AP at 5GHz.

When you check it, Wi-Fi will be allowed for the selected SSID. By default, one SSID is
enabled at both 2.4GHz and 5GHz, and other SSIDs are disabled.

Configure the selected SSID’s broadcast status.

« Enable: When it is enabled, wireless clients are able to scan the SSID.

. Disable: when it is disabled, wireless clients are unable to scan the SSID. At this time,

if you want to connect to it wirelessly, you have to type in the SSID manually.

- Tip
SSID can be hidden automatically on this AP. When the number of the maximum clients has
been reached, the SSID will be hidden.

Configure the client isolation status of the selected SSID.

o Enable: When this feature is enabled, wireless clients connected to the SSID won’t be

able to communicate with each other, which can enhance wireless network security.
o Disable: When this feature is disabled, Wireless clients connected to the SSID are able

to communicate with each other.

Multicast to Unicast: Generally, multicast packets are usually transmitted at the lowest rate,
like 1 Mbps. As unicast packets have advantages, like high auto-negotiation rate and reliable
feedback mechanism, multicast-to-unicast can be a solution to packets drooping and large

transmission delay.

Onec this feature is enabled, for probe request without SSID info, AP won't respond to it. In
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this way, it will efficiently reduce the consumption of the air interface.

Configure the maximum number of wireless clients which can connect to the SSID.

Maximum

Clients When the number of connected wireless clients has reached this value, no more wireless
clients can connect to the SSID.

SSID Configure the SSID (WiFi name).

Select Chinese SSID encodes to match wireless clients with different code formats in a
Chinese ~ SSID better way. It is UTF-8 by default. If two or more SSIDs are enabled on this AP, it is
Encode advisable to set some SSIDs to UTF-8 and set others to GB2312 so that any client can

recognize and connect to it.

Display wireless encryption information of the current SSID. Available security modes are:
Security Mode None, WEP, WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK, WPA, and WPA2. Next we
will give you more details about them.

WEP

WEP (Wired Equivalent Privacy): WEP is a security mode for data which is delivered between two devices to
protect wireless network from illegal users. Wireless speed can reach up to 54Mbps if WEP is used. For better

network security, this kind of encryption is not suggested.

Three encryption types are supported for WEP: Open, Shared and 802.1x.

Security Mode WEP v
Encryption Typa Cpen

Open h"
Default Key Shared 1 ¥

802 1x
WEP Key 1 [Few ) ASCI «
WEP Kgy 2 |eewes ASCI =
WEP Kay 3 seeas ASCI =
WEP Key 4 serr ASCI v

- Tip
Most smart phones can only use WEP key 1 to connect to the WEP-encrypted (Open or Shared) WiFi. When the

security mode is WEP, and the encryption type is Open or Shared, to verify that your smart phone can connect to

the AP’s WiFi, you’d better select WEP Key 1 as the default key.

Parameters description for WEP:
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Item Description

Select the encryption type for WEP: Open, Shared or 802.1x. The only difference among

Encryption Type
P P them is the authentication type.
Use "no authentication™ + WEP Encryption.

Open Wireless clients can associate with the device without authentication. Only data in
transmission is encrypted with WEP encryption.
Use shared key authentication + WEP Encryption.

Shared A WEP key that is mutually agreed in advance is required from both sides while wireless
clients try to associate with the device. Association is established only if the two sides
provide the same WEP key.

802.1 Use 802.1x authentication + WEP encryption. When this option is selected, only

Ax
authenticated users can access the wireless network.
—_— Used for specifying the current WEP key (Open and Shared). If the default key is WEP
efault Ke
Y Key 2, wireless clients need to use WEP Key 2 to connect to the AP.
ASCII 5~13 ASCII characters are supported.
Hex 10 or 26 HEX characters (0~9, a~f, A~F) are supported.

The IP address of the RADIUS server for authentication in the LAN. This option is only
available for 802.1x.

RADIUS Server

RADIUS Port Port for RADIUS authentication. This option is only available for 802.1x.

RADIUS Password  Password for accessing the RADIUS server. This option is only available for 802.1x.

WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK

Wi-Fi Protected Access (WPA) and Wi-Fi Protected Access Il (WPA2) are two security protocols and security
certification programs developed by the Wi-Fi Alliance to secure wireless computer networks. Only authorized

network users can access the wireless network. WPA-PSK adopts enhanced encryption algorithm over WEP.

Security Mode WRAZ - PSK v
Ciphar Type I AES. U TKIP TKIPRAES
Key — |seeesen
Kay Update Interval 0 s(Rangs: 60—99999 seconds. If set to 0, key will not be updated.)
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Parameters description for WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK:

Iltem

Security Mode

WPA-PSK

WPA2-PSK

Mixed
WPA/WPA2-PSK

Cipher Type

AES

TKIP

TKIP&AES

Key

Key Update Interval

WPA, WPA2

Description

Select the security mode: WPA-PSK, WPA2-PSK or Mixed WPA/WPA2-PSK.

Support AES and TKIP.

Support AES, TKIP and TKIP&AES.

This is the mixed mode compliant with both WPA-PSK and WPA2-PSK.

Select the cipher type. WPA-PSK: AES and TKIP. WPA2-PSK and Mixed
WPA/WPA2-PSK: AES, TKIP and TKIP&AES.

Advanced Encryption Standard. If selected, wireless speed can reach up to 300Mbps.

Temporal Key Integrity Protocol. If selected, wireless speed can reach up to 54Mbps.

If selected, both AES and TKIP enabled wireless clients can join your wireless network.

Specify the security key you wish to configure (8~63 ASCII characters or 8~64 HEX
characters).

Configure the key update interval for encrypting WPA data. Theoretically, the shorter the
key update interval is, the more secure the WPA data will be. It is advisable to leave the
default value unchanged.

The WPA protocol implements the majority of the IEEE 802.11i standard. It enhances data encryption through the

Temporal Key Integrity Protocol (TKIP) which is a 128-bit per-packet key, meaning that it dynamically generates

a new key for each packet. WPA also includes a message integrity check feature to prevent data packets from

being hampered with. Only authorized network users can access the wireless network. The later WPA2 protocol

features compliance with the full IEEE 802.11i standard and uses Advanced Encryption Standard (AES) in

addition to TKIP encryption protocol to guarantee better security than that provided by WEP or WPA.

Security Mode WPAZ ¥
RADIUS Servar:
RADIUS Port: 1812 (Rangls: 1025-65535, default: 1812)

RADIUS Password:

Cipher Type

Key Update Interval 0

SAES' TKIP TKIP&AES

s[Range: 60—99999 saconds. If set to 0, key will not be updated.)
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Parameters description for WPA, WPA2:

Item Description

Security Mode Select the security mode, WPA or WPAZ2.

WPA Support AES and TKIP.

WPA2 Support AES, TKIP and TKIP&AES.

RADIUS Server The IP address of the RADIUS server for authentication in the LAN.
RADIUS Port Port for RADIUS authentication.

RADIUS Password  Password for accessing the RADIUS server.

Cipher Type Support AES, TKIP and TKIP&AES.

AES Advanced Encryption Standard. If selected, wireless speed can reach up to 300Mbps.
TKIP Temporal Key Integrity Protocol. If selected, wireless speed can reach up to 54Mbps.
TKIP&AES If selected, both AES and TKIP enabled wireless clients can join your wireless network.

Configure the key update interval for encrypting WPA data. Theoretically, the shorter the
Key Update Interval . . .
key update interval is, the more secure the WPA data will be.

Configuration steps for Open/Shared:

In this example, the radio is 2.4GHz, the encryption type is Open, the default key is Security Key 1 and the WEP
key 1 is 54321 and ASCII)

1. SSID: Select the SSID (WiFi name) you want to encrypt, say, IP-COM_0E6AD9.

2. Security Mode: Select WEP.

3. Encryption Type: Select Open.

4. Default Key: Select Security Key 1.

5. WEP Key 1: Enter ©“54321”.

6. Click Save to apply your settings.
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2.4GHz SSID el rgssiin

Status

SSID[ [IP-COM_DEGADS v ]
e Enable
etwor
Restore
Wireless Broadeast SSID -
} SSID Setup Client Isolation ®Disable CEnable
Radio WMF ®Disable Enable
Radio Optimizing Probe Broadcast Packets Control ®pisable Enable
LEEHEEn i Maximum clients [Range:1-128)
WMM Setup
SSID IP-CCM_DEEADY
Access Control
Chinesa SSID Encode UTFS v
P
Sacurity Mode v

Encryption Type

WEFP
Default Key Security Key 1 v

WEP Key 1 [54321| | asci v

—
WEP Kay 2 == | Asci v |
WEP Key 3 == | ascn v |
WEP Key 4 == | ascn v |

Configuration steps for 802.1x:

In this example, the radio is 2.4GHz, the RADIUS server is 192.168.0.88, the RADIUS port is 1812 and its
password is 12345678.

1. SSID: Select the SSID you want to encrypt, say, IP-COM_OE6ADS9.

2. Security Mode: Select WEP.

3. Encryption Type: Select 802.1x.

4. RADIUS Server: Enter the IP address of the radius server, say, 192.168.0.88.

5. RADIUS port: Enter 1812 (The default value is suggested).

6. RADIUS password: Enter 12345678.

7. Click Save to apply your settings.

wWww.ip—com.com.cn

S0 5GHz 551D

Status
[ SSID [IP-COM_OEEADE v |]
Enable
Wireless Broadcast 551D
» SSID Setup Client Tsolation ®Diszble Enable
Radio WMF ®Disable DEnable
Radio Optimizin
. < Probe Broadcast Packets Control ®pisable CEnable
Frequency Analysis
Maximum clients _48 (Range:1-128)
WMM Setup -
Access Control 551D IP-CONM_OESADY
Advanced Chinesa SSID Encode UTFE v
Security Mode WEP A

Encryption Type 8021x w
RADIUS Server: 192.1658.0.68

RADIUS Port: 1812 (Rangle: 1025-65535,default: 1812)

RADIUS Password: I123456?B| I
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Configuration steps for WPA-PSK, WPA2-PSK, mixed WPA/WPA2-PSK:

In this example, the radio is 2.4GHz, the security mode is mixed WPA/WPA2-PSK, the cipher type is AES and its

key is 12345678.

1. SSID: Select the SSID you want to encrypt, say “IP-COM_0E6AD9”.

2. Security Mode: Select Mixed WPA/WPA2-PSK.

3. Encryption Type: Select AES.

4. Key: Enter 12345648.

5. Click Save to apply your settings.

Status

Wireless
b SSID Setup
Radio

Radio Optimizing

Frequency Analysis

WMM Setup
Access Control

Advanced

5GHz SSID

Www.ip—com.com.cn

[ SsID [ IP-COM_DE6ADE v ]
Enable 53]
Broadcast SSID

Client Isolation

WMF

Probe Broadcast Packets Control
Maximum clients

S5ID

Chinese SSID Encode

®pisable OEnable
®Disable Enable
®pisable CEnable
(Range:1-128)

Security Mode
Cipher Type
Key

Mixed WPAIWPAZ - PSK v

®AES U TKIP TKIPRAES

[12345673|

Key Update Interval

Els(Ranqe: B0—99999 seconds. If s=t to 0, key will not be updated.)

Configuration Steps for WPA, WPAZ2:

In this example, the radio is 2.4GHz, the RADIUS server is 192.168.0.88, the RADIUS port is 1812, the RADIUS

password is 12345678, and the cipher type is AES.

1. SSID: Select the SSID you want to encrypt, say, IP-COM_OE6ADS9.

2. Security Mode: Select WPA.

3. RADIUS Server: Enter the IP address of the radius server, say, 192.168.0.88.

4. RADIUS Port: Enter 1812 (The default value is suggested).

5. RADIUS password: Enter 12345678.

6. Cipher Type: Select AES.

7. Click Save to apply your settings.
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2.4GHz S5ID pslcl Fast3(v]

WWW.ip—com.com.cn

Status
S [ S5ID [IP-COM_0E6ADD v ]
Enable
Wireless Broadcast SSID
» SSID Setup Client Isolation ®Disable Enable
Radio WMF ®Disable Enable

Radio Optimizing

Frequency Analysis

Prabe Broadcast Packets Control

®Disable Enable

Maximum clisnts 48 (Range:1-128)
WMM Setup _
Access Control SSID IP-COM_DESADY
Advanced Chinase SSID Encode UTF-8 v
QVLAN Security Mode WPA v

RADIUS Server: 192.168.0.88
RADIUS Port: 1812 (Rangle: 1025-65535,default: 1812)
RADIUS Password: 12345678

Cipher Type (®AESCTKIP L TKIPRAES

Key Update Interval D{Rﬂnge: 60—99999 seconds. If set to 0, key will not be updated.)

3.4.2 Radio
Click Wireless > Radio to configure radio settings. To configure 5GHz radio settings, click 5GHz Radio.

Www.ip—com.com.cn

2.4GHz Radio [EliEGEGIL]

Status
Quick Setup Enable Wireless
county
ervireless Network Mode
SSID Setup Channel -E
RS Channel Bandwidth D20 O40®320/40 -m

Radio Optimizing

Extension Channel

Frequency Analysis

Channel Lockout (m]
WMM Setup
Access Control T Pawer (dBm,Range: 8 - 22; Default: 22)
Advanced Power Lockout o
Przamble ®Long Preamble ('Short Preamble
Shart GI Opisable ©Enable ®Auto
Inter-5SID User Isolation ®pisable OEnable

Parameters Description:
Item Description
Check/Uncheck it to enable/disable WiFi feature.

Enable Wireless

Country Select the country where your device works to match channels in different regions.
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Network Mode

Channel

Channel Bandwidth

Extension Channel

Channel Lockout

TX Power

Power Lockout

Preamble

Select a proper network mode for your device.
11b, 11g, 11b/g and 11b/g/n are available for 2.4GHz.

o 11b: Select it if you have only 11b wireless devices in your wireless network. Up to
11Mbps wireless rate is supported in this mode.

o 11g: Select it if you have only 11g wireless devices in your wireless network. Up to

54Mbps wireless rate is supported in this mode.

o 11b/g: Select it if you have 11b and 11g wireless devices in your wireless network.

Up to 54Mbps wireless rate is supported in this mode.

o 1lb/g/n: Select it if you have 11b, 11g and 11n wireless devices in your wireless

network. Up to 300Mbps wireless rate is supported in this mode.

11a, 11ac and 11a/n are available for 5GHz.

o 1la: Select it if you have only 11a wireless devices in your wireless network. Up to

54Mbps wireless rate is supported in this mode.

o 1lac: Select it if you only have 11ac wireless devices in your wireless network. Up

to 900Mbps wireless rate is supported in this mode.

o 1la/n: Select it if you have 11a and 11n wireless devices in your wireless network.
Up to 300Mbps wireless rate is supported in this mode.

Select a proper channel for your wireless network.

Select a proper channel bandwidth to enhance wireless performance. Wireless speed in
the channel bandwidth of 20/40 is 2 times in 20.

This item is available when the bandwidth is 40.

Once this option is enabled, you can’t modify the country, channel, channel bandwidth

and extension channel manually.

Configure wireless transmission power. The higher the TX power is, the wider the AP’s
WiFi coverage will be. However, reducing the TX power to some extent will be helpful

for your wireless performance and network security.

Once this option is enabled, you can’t modify power manually.

Preamble is used to synchronize a data transmission by indicating the end of header
information and the start of data. There are two types of preambles: long preamble and

short preamble.

e  Long Preamble: It can be compatible with some old wireless adapters.
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e Short Preamble: The longer the preamble is, the shorter valid data will be. The short
preamble can help to enhance wireless transmission efficiency.

The purpose of the guard interval is to introduce immunity to propagation delays, echoes

Short G and reflections, to which digital data is normally very sensitive. Enabling the short Gl
or

can yield a 10% improvement in data throughput. When Auto is selected, whether Short

Gl is enabled or disabled, it depends on its actual networking environment.

Configure the AP’s different SSIDs’ user isolation status.

o Disable: Once disabled, clients connect to different SSIDs can’t communicate with
Inter-SSID User

) each other. This will enhance your network security.
Isolation

o Enable: Once enabled, clients connect to different SSIDs can communicate with
each other.

3.4.3 Radio Optimizing

Click Wireless > Radio Optimizing to optimize radio settings. To optimize 5GHz radio settings, click 5GHz

Radio Optimizing.

A Note

If you are new to networking and have never configured these settings before, we recommend you to leave the

default settings unchanged.

WWww.ip-com.com.cn

2.4GHz Radio Optimizing JElesra iR el st Als]

Status

B=acon Interval (Range: 20 - 999; Default: 100)
Fragment Threshold [2345  |(Rangs: 256 - 2346; Default: 2346)

Wireless RTS Threshold [2347 |(Range: 1 - 2347; Default: 2347)
SSID Setup DTIM Interval [t (Range: 1 - 255; Default: 1)
LELIT . . b .

Receive Signal strength (dBm,Range. -90 - -60; Default: -90)
+ Radio Optimizin - -
w = Signal Transmission "®icovarage-oriented - capacity-oriented
Freguency Analysis . _
Airtime Scheduling ‘Enable "®Disable
WMM Setup
Access Control Interference mitigation (Range: 0 - 4; Default: 4)
[ E— APSD OEnable ®Disable
ovLaN Soeing Time
Basic Rate Sats 1 @2 W55 Os Do @11 D12 O1g O24 O3 Oas Os4 Cai
Supported Rate Sets 1 Cl2 Cs.5 #g ¥g (111 @12 W18 ¥4 @36 #ag #54 Clan
Parameters Description:
Item Description
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Beacon Interval

Fragment
Threshold

RTS Threshold

DTIM Interval

Receive Signal

strength

5GHZ SSID
Priority

5GHZ Threshold

This is a time interval between any two consecutive Beacon packets sent by an Access
Point to synchronize a wireless network. Specify a valid value between 20 and 999. The
default setting is 100. Generally, the smaller the value is, the faster the client will connect
to the AP; the larger the value is, the faster the wireless data will be transmitted. It is
advisable to leave the default value unchanged.

Specify a valid Fragment Threshold value between 256 and 2346. The default is 2346. Any
wireless packet exceeding the preset value will be divided into several fragments before
transmission. When the error rate is relatively high, you can lower the fragment threshold.
In this way, if transmission failure occurs, only packets that are not sent successfully needs
re-sending, which will improve the transmission throughput. With no interference, you can
improve the fragment threshold to reduce times to acknowledge frames, also improving the
transmission throughput.

The default is 2347. If a packet exceeds the preset value, RTS/CTS scheme will be used to
reduce collisions. Set it to a smaller value provided that there are distant clients and
interference. If the RTS threshold value is relatively small, the wireless access point uses
the Carrier Sense Multiple Access with Collision Detection (CSMA/CD) mechanism, and
the data frame is transmitted immediately after the silence period. The faster the frame is
sent, the faster the wireless network will recover from collisions. As the collision detection
mechanism will occupy some bandwidths, when the packet size is less than the RTS

threshold, it is not advisable to enable this mechanism.

A DTIM (Delivery Traffic Indication Message) Interval is a countdown informing clients
of the next window for listening to broadcast and multicast messages. When such packets
arrive in the router's buffer, the router will send DTIM (delivery traffic indication message)
and DTIM interval to alert clients of the receiving packets. Specify a valid value between 1
and 255. The default is 1. Fox example, when the DTIM is 1, it means that the AP will

send all cached packets every other Beacon interval.

Configure signal strength for connected clients. When the wireless client’s signal strength
is lower than the setting value, the wireless client will not be allowed to connect to the AP
so that the wireless client can connect to a stronger WiFi.

This option is only available at 5GHz.

When there are 2 SSIDs with the same SSID and password, one at 2.4GHz, and the other
at 5GHz, and the client support 2.4GHz and 5GHz, the client will take its priority to
connect to the SSID at 5GHz. In this case, only WPA/WPA2-PSK and Mixed
WPA/WPA2-PSK are supported.

This option is available when 5GHz SSID Priority is enabled.

The AP will check the receive signal strength at 5GHz. If the receive signal strength is
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Signal
Transmission

Airtime
Scheduling

Interference

mitigation

APSD

Ageing Time

Basic Rate Sets,

Supported Rate
Sets

lower than the threshold value at 5GHz, the client will not be allowed to connect to the AP.

This item is only available at 2.4GHz.

Coverage-oriented: When coverage-oriented is selected, the AP’s WiFi coverage will
be wider.

Capacity-oriented: When you deploy many APs in your network, capacity-oriented

option is recommended.

Airtime Scheduling gives equal amounts of air time (instead of equal number of frames) to

each client regardless of its theoretical data rate. This will ensure higher download speed to

latest devices when slower devices are connected to the same AP.

Interference mitigation: interference mitigation mode, range: 0-4. The default is 4. This is

only available in 2.4GHz.

0: All interference mitigation is disabled.

1: Non-wireless LAN Interference mitigation is enabled.

2: Wireless LAN Interference mitigation is enabled.

3: Auto Wireless LAN Interference mitigation is enabled and active.

4: Auto Wireless LAN Interference mitigation is enabled and noise reduction is
enabled.

Automatic power save delivery. It is advisable to keep the default value unchanged.

When the client connects to the AP successfully, and if there’s no data transmission

between the client and the AP within the set ageing time, the client will be disconnected. If

there’s data transmission within the set ageing time, the ageing time stops.

Basic Rate Sets: Check the transmission rate sets you want the AP to advertise. Basic
rate sets indicate rates that the AP will advertise to the network for the purposes of

setting up communication with other APs and client stations on the network.

Supported Rate Sets: Check the transmission rate sets you want the AP to support.
The AP will automatically choose the most efficient rate based on factors like error
rates and distance of client stations from the AP.

3.4.4 Frequency Analysis

This section allows you to view background noise and channel utilization on each channel, and nearby wireless

signals.
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2.4GHz & 5GHz Frequency Analysis

Click Wireless > Frequency Analysis to enter page below, and then click Enable Scan to view 2.4GHz

frequency analysis. To view 5GHz frequency analysis, click 5GHz Frequency Analysis.

www.ip-com.com.cn

P T PN CUIEL TS W GEIEE SGHz Frequency Analysis 2.4GHz Illegal AP Detection S5GHz Illegal AP Detection

""""""""" Frequency Analysis Enable Scan
. Duration for every channel (ms,lﬁOD—SDGOJ

SSID Setup
Radio
Radio Optimizing
» Frequency Analysis

Click Enable Scan, wait for a while, and then you can view background noise and channel utilization on each

channel. You can select a channel whose utilization is relatively low as the AP's working channel.

WWw.ip-com.com.cn

TS CUITEL T NEIESTN SGHz Frequency Anzlysis 2.4GHz Illegal AP Detection 5GHz Illegal AP Detaction

Status

""" D Frequency Analysis Disable Scan
Duration for every channel [mﬁ,lUOU-SUOU)

Wireless

SSID Setup

Radio Background Noise{dBm)| -

Channel Utilization(%) | 67

Radio Optimizing

» Frequency Analysis

If the channel utilization is 0~50%, it will display in green, indicating the channel is in good condition. If the
channel utilization is 50%~80%, it will display in yellow, indicating the congested channel. If the channel

utilization is 80%~100%, it will display in red, indicating no more available channel.

Parameters Description:
Item Description

Duration  for )
Time for every channel when scaning.

every channel
Background It refers to all kinds of electromagnetic waves in wireless communication. If there’s much
Noise noise, data transmission may be affected.

2.4GHz & 5GHz lllegal AP Detection

This is mainly used for scaning signal of other devices nearby, displaying SSID, MAC, channel, signal strength,
etc. To view 2.4GHz illegal AP detection, click Wireless > Frequency Analysis > 2.4GHz lllegal AP Detection,
and then click Enable Scan on the pop-out page; To view 5GHz illegal AP detection, click Wireless > Frequency

Analysis > 5GHz lllegal AP Detection, and then click Enable Scan on the pop-out page.
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WWw.ip-com.com.cn

2.4GHz Freguency Analysis 5GHz Frequency Analysis pRCIGIFRUIENEINY

"""""""""""""""""""""" Tllegal AP Detection Enable Scan

&Ll S5GHz Illegal AP Detection

Wireless
SSID Setup
Radio
Radio Optimizing

» Frequency Analysis

According to the list you’ve scanned, you can select a channel which is least used by other devices, so that

wireless transmission efficiency can be improved.

WwWw.ip—com.com.cn

2.4GHz Frequency Analysis 5GHz Frequency Analysis pREIcOFRUENEINREEGLE SGHz Tllegal AP Detection

Status

Quick Setup Tlegal AP Detection Disable Scan

- _

SSID Setup

1 IP-COM-2 00:B0:C6:60:90:78 ban 13 40 wpa/aes -45dBm ““I
Radio

z PSST_ceshi_USBprint (CB:3A:35:08:94:B1 ban 13 20 wpalwpa2/aes -62dBm '“'[I

Radio Optimizing
5 G EE e 3 Guest CB:3A:35:00:1F:71 ban 13 20 nong -51dBm .“'I
WMM Setup 4 Branch CA:3A:35:00:1F:72 ban 13 20 none -51dBm .“'I
Access Control 5 AC3000-AP 00:90:4C:88:88:89 ban 13 20 nong -68dBm '“ﬂ[l
fr e 6 AC3000-2P 00:BU:CE:4E:F9:40 | ban 13 20 nane -s9dem gl
________________________________________ 7 IP-COM_608FDO 00:B0:C6:60:8F:D1 ban 1 20 nong -62dBm '“'[I

3.4.5 WMM Setup

WMM (Wi-Fi Multimedia) is a Wi-Fi Alliance interoperability certification, based on the IEEE 802.11e standard.
It provides basic Quality of service (QoS) features to IEEE 802.11 networks.

Click Wireless > WMM Setup to enter page below:

WWW.ip—-com.com.cn

2.4GHz WMM [stelr- U]

Status

--------------------------------------- O . @
Quick Setup WMM Disable ®'Enable -
--------------------------------------- WMM Optimization Mode ®optimized For Throughput(Concurrent Users <=10)
Wireless optimized For Throughput{Concurrant Users >=10)
SSID Setup Ocustam -m

Radio

Radio Optimizing

Frequency Analysis

» WMM Setup
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By default, WMM is enabled and three application modes are available:

e Optimized for Throughput (Concurrent Users <=10): If the number of Concurrent Users is less than 10,

“Optimized for Throughput” template is recommended.

e Optimized for Capacity (Concurrent Users >=10): If the number of Concurrent Users is more than 10,

“Optimized for Capacity” template is recommended.

e Custom: You can customize the WMM EDCA parameters. For more details, see description below.

Description for WMM EDCA:
If Custom is selected, the following page will pop-out.

WMM prioritizes traffic according to four Access Categories (AC) — voice (AC_V0), video (AC_VI), best effort
(AC_BE), and background (AC_BK). If you are not familiar with these parameters, leave the default setting

unchanged.

Www.ip—com.com.chn

5GHzZ WMM
Status
WM ODisable ®Enable
WMM Optimization Mode QOpt|m|zed For Throughput{Concurrent Users <=10)
Wireless (optimizad For Throughpuit{Concurrant Users >=10)
SSID Setup ®custom
SRR No ACK o

Radio Optimizing

EDCA AP Parameters
Frequency Analysis

> WMM Setup

e AC_BE [18 | 62 | B | b ]
Advanced AC_BK [15 | [1023 | 7 | b ]
AC_VI 7 | [15 | 1 |
o | B | & HEE |

acee | [i5 | [1023 | E | [
ACEBK | [15 | 1023 | [ | b
acvt |7 | [t5 | = |
acvo | [3 | i | 2 |
Parameters Description:
Item Description

No ACK is a kind of policy to be used only while the network communication is in good
No ACK condition with little interference. To some extent, No ACK can improve transmission
efficiency. But, if the communication quality is not good, packets dropping may increase.
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EDCA (Enhanced Distributed Channel Access) is a channel contention mechanism defined
EDCA by WMM, so that packets which have high priority can be transmitted in advance and get
more bandwidth.

EDCA AP
EDCA parameters of the AP.
Parameters
EDCA STA ]
EDCA P parameters of the station.
Parameters

e CWmin: Exponent form of CWmin

e CWmax: Exponent form of CWmax

CW: contention window. CWmin (Exponent form of Cwmin) and CWmax (Exponent form

of Cwmax) codetermine average backoff time. The greater these two values are, the longer

the average backoff time will be.
EDCA I : . . .
AIFSN (Arbitration Inter Frame Spacing Number): According to WMM, different ACs
Parametrs can have different idle waiting time. The greater the AIFSN value is, the longer the idle
waiting time will be.

e TXOP Limit (Transmission Opportunity Limit): The maximum use time for the channel
for the user while contending successfully. The greater the value is, the longer the
channel can be used by the user. If it is set to “0”, only one packet can be sent every
time the channel is used.

AC_BE,
AC_BK, 4 priority queues are ranked from high to low by WMM: AC-VO, AC-VI, AC-BE and
AC_VI, AC-BK to ensure that packets with higher priority have more abilities to occupy channels.
AC_VO

3.4.6 Access Control

Click Wireless > Access Control to enter page below. This page allows you to specify a list of devices to allow or
disallow a connection to your wireless network via the devices” MAC addresses. To deactivate this feature, select

"Disable"; to activate it, select "Allow" or "Deny".
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WWW.ip—com.com.cn

2.4GHz Access Control JSles R o iG]

Status
""""""""""""""""""""" Specify a list of devices to allow or disallow a connaction to your wircless network via the devices' MAC addresses.

----------------------------- This can be set seperately on each SSID.

S SRSV S SR SRS 551D IP-COM_OEGADY r -
Wireless | | e
MAC Filter Mode

SSID Setup -
Radio m
Radio Optimizing No clients connected!

Frequency Analysis

WMM Setup

» Access Control

Parameters Description:

Item Description

SSID Select the SSID you wish to configure access control settings.

Configure the MAC filter mode.
e Disable: Disable the Access Control feature.

Allow: Only MAC addresses in the access control list are allowed to connect to the
SSID.

MAC Filter Mode

* Deny: Only MAC addresses in the access control list are not allowed to connect to
the SSID.

On this page, you can also view wireless clients currently connected to the selected SSID so that you can quickly

add the MAC address you wish to configure access control settings.

WWWw.ip—com.com.cn

2.4GHz Access Control el rltaa-LER o]

Status
"""""""""""""""""""" Specify a list of devices to allow or disallow a connection to your wireless network via the devices' MAC addresses.

----------------------------------- This can be set seperately on each SSID.

........................................ SSID [ IP-COM_OEGADS v
MAC Filter Mode

Wireless

SSID Setup

LELIT

Radio Optimizing AB:AG:68:14:8C:15 192.168.0.141

Frequency Analysis

Client List

WMM Setup
» Access Control
Advanced

QVLAN
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To only deny the computer at the MAC address of the C8:9C:DC:12:13:13 to join your SSID
IP-COM_0E6AD9:

1. Select the SSID IP-COM_OEG6AD9 and set the MAC filter mode to Deny.

WWWw.ip-—com.com.cn

PRI Y EE NG LGl SGHz Access Control

Status

"""""""""""""""""""""""" Specify a list of devices to allow or disallow 2 connection to your wireless network via the devices' MAC addresses.
Quick Setup pecty "
---------------------------------------- This can be set seperately on each SSID.

........................................ SSID IF-COM_DESADS v -
Wireless | | M

MAC Filter Made

SSID Setup
Radio
Radio Optimizing 1 AB:AB:68:14:8C:15 192.168.0.141 00:30:36 Add

Frequency Analysis

MAC Address Action
WMM Setup

» Access Control
Advanced

QVLAN

2. Enter C8:9C:DC:12:13:13 in the MAC Address field and click Add.

If the MAC address you want to configure has been in the client list, directly click Add.

WWww.ip—com.com.cn

I cly r Y LM Il 5GHz Access Control

Status
S Specify a list of devices to allow or disallow a connection to your wireless network via the devices' MAC addresses.

B This can be set seperately on each SSID.
Network

........................................ SSID  [IP-COM_OEBADS v -
Wireless | | S

MAC Filter Mods

SSID Setup
Radio
Radio Optimizing 1 AB:AG:68:14:8C:15 102.168.0.141 00:34:36 Add
Frequency Analysis MAC Address Action

oL EERTD [ca8 |fgc [pc [z 13 [z |

» Access Control

Advanced

QVLAN

3. Click Save to apply your settings.
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www.ip—com.com.cn

2.4GHz Access Control [ElelFat=CER T |

Status
= Q - I(S_ t """""""""""""" Specify a list of devices to allow or disallow a connection to your wireless network via the devices' MAC addresses.
ck Setup
---------------------------------------- This can be set seperately on each SSID.

---------------------------------------- SSID [ IP-COM_OE6ADS v m
Wireless -

MAC Filter Made

SSID Setup
Radio
Radio Optimizing 1 AB:AG:68:14:8C:15 192.168.0.141 00:34:36 Add
Frequency Analysis MAC Addrass IacHion
WHMM Setup [ca lec lpc 12z [z [z | Add
RUEEESS Sonies [‘ 1 ‘ CB:9C:DC:12:13:13 ‘ Enzble ‘ Delete ‘]
Advanced

QVLAN

3.4.7 Advanced

Access Control List

This section allows you to recognize terminal types and filter broadcast data. Click Wireless > Advanced to enter

page below:

Www.ip—com.com.cn

Advanced

Status

Recognize Terminal Type ®Disable (OEnable

Filter Broadcast Data ®pDisable  Enable

Wireless

SSID Setup

Radio
Radio Optimizing
Frequency Analysis
WMM Setup
Access Control

» Advanced
QVLAN

Recognize Terminal Type

When this feature is enabled, the AP will be able to recognize the terminal type, which makes your network

management more efficient. Then click Status > Wireless Clients to view the terminal type.

www.ip-com.com.cn

PR e F AL IABE SGHz Client List

Status

System Status This section displays information of connected clients (if any).

Wireless Status Host(s) Connectad Currently: IP-COM_0EGADS v

Traffic Statistics

» Wireless Clients

1 AB:AG:68:14:8C:15 192.168.0.141 00:46:41 1Mbps 6&Mbps Android

Filter Broadcast Data

As a main method for discovering unknown devices, broadcast plays an important role in networking. With the
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increase of computers in networking, broadcast packets increase and the network is occupied by large numbers of

broadcast packets. Thus, the networking transmission capacity will be reduced greatly. This feature helps to filter

broadcast packets, avoiding broadcast storm effectively.

Www.ip—com.com.cn

Status

"""""""""""""""""""" Recognize Tarminal Type @®pisable  CEnable
"""""""""""""""""""""""" Filter Broadcast Data Opissble  ®Enable
Wireless Mode Option Partially Filtered (excluding DHCF and ARF) -,
Partially Filtered (excluding DHCP and ARFP) *
SSID Setup Partially Filtered (excluding ARP)

Radio

Radio Optimizing
Frequency Analysis
WMM Setup
Access Control

» Advanced

3.4.8 QVLAN

When using this feature, users could also assign different VLAN IDs to different wireless networks, which makes
it possible to get it work with switches which as VLAN assigned for different access levels and authorities. Click

Wireless > QVLAN to enter page below:

WWw.ip—-com.com.cn

QVLAN

Status Enable ]

Manags VLAN ]
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, PVID ]
Wireless
SSID Setup
Radio PSST-cashi-zhouyz-ap355

Radio Optimizing

Frequency Analysis

IP-COM-5G_OEBAEL

WMM Setup
Access Control
Advanced

» QVLAN

Parameters Description:

Item Description

Enable Check it to enable the QVLAN feature. It is disabled by default.

Manage 802.1Q manage VLAN ID of the AP. The default value is 1. Once the manage VLAN s
VLAN changed, you need to re-connect to the new manage VLAN to manage the AP.

Belonging VLAN ID of the LAN port of the AP. The default is 1. Once QVLAN is enabled, the
LAN port of the AP will be the Trunk port.

PVID

2.4G SSID Display SS1Ds which have been enabled at 2.4GHz on the AP.
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5G SSID Display SSIDs which have been enabled at 5GHz on the AP.

Configure the corresponding SSID’s VLAN ID. It is 1000 by default. You can specify a value

between 1 and 4094.

VLAN ID
When the VLAN is enabled, wireless port of the SSID can be regarded as an Access port. Its

PVID and VLAN ID are the same.

Different data, tagged or untagged, will be processed in different ways, after being received or sent by ports of

different link types, which is illustrated in the following table:

Receiving Packets

Port Type Receiving Untag Sending Packets
Receiving Tag Packets
Packets
Packets will be sent after removing the
Access ) ]
Packets will be Data will be forwarded VLAN tag.
forwarded to other ports to other ports in the
in the corresponding corresponding  VLAN VID = PVID: Packets will be sent
Trunk VLAN according to the according to PVID on after removing the VLAN tag.
VID in the Tag. this port. VID # PVID: Packets will be sent
directly.

QVLAN Application Example:

[ Requirements]

WiFi needs to be covered in a hotel. People in a hotel are generally classified into three kinds: hotel executives,
hotel staffs and guests. Hotel executives can access both the Internet and internal network in the hotel. Hotel staffs

can only have the access to internal network in the hotel. Guests can only access the Internet via Ethernet cables or

wirelessly.

[ Network Topology]
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Internet

Core Switch

Staffs
VLAN: 3: SSID: oa

Guests
VLAN: 2: SSID: XX-hotel, XX-hotel-5G

Hotel Executives
VLAN: 4; SSID: managers

[ Solution]

Divide 802.1 QVLAN on the core switch to isolate hotel executives, hotel staffs and guests.
e |IP-COM AP355: Multiple SSIDs and QVLAN settings
» Different SSIDs have different security settings, and different people connect to different SSIDs.

e Three kinds of clients are involved in this example. And up to 12 SSIDs (2.4GHz: 8; 5GHz: 4) can be
supported on this AP. Remaining SSIDs will be:

1) setto SSIDs which will be used by large amounts of clients, like guest and staffs. Verify that these SSIDs’

VLAN settings are correct.

2) disabled.

[ Configurations]
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1. Divide VLAN on the core switch.

Port Connect to... VLAN Port Type PVID
Guests 2 Access 2
Staffs 3 Access 3
Hotel Executives 4 Access 4
AP 1,2,3,4 Trunk, all VLANS allowed 1
Internal Server 3,4 Trunk, VLAN3 and VLAN4 allowed 1
Router 2,4 Trunk, VLAN2 and VLAN4 allowed 1

2. SSIDs and VLANSs configured on the AP

Wireless Clients SSID VLAN ID
Guests XX-hotel VLAN2
Guests XX-hotel-5G VLAN2
Staffs oa VLAN3
Hotel Executives managers VLAN4

[ Configuration Considerations]

To ensure that wireless clients connecting to AP(s) can have normal accesses, QVLAN settings should be

supported and configured on the router and on the internal server.
[ Configuration steps on this AP ]
1. Log in to the Web Ul of the AP and click Wireless > SSID Setup.

2. Enable 4 SSIDs. In this example, we’ll enable 2 SSIDs at 2.4GHz and 2 SSIDs at 5GHz. They will be:
XX-hotel, XX-hotel-5G, oa, managers. Make them encrypted and then click Save.
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Www.ip—com.com.cn

PR e rBAY SGHz SSID

Status
SSID | X¥-hotel v
Enable
Wireless Broadcast SSID
» SSID Setup Client Isalation ®pisable Enable -m
sadie WMF ®pDisable Enable
T Probe Broadcast Packets Control ®pDisable CEnable
Frequency Analysis ) !
T @ Maximum clients (Range:1-128)
Access Control Sl
Advanced Chinese SSID Encode
Securty Mod
Cipher Type ®AESOTKIP TKIPRAES
Kay | ........ |
Key Update Interval Els(Range: 60—99999 seconds. If set to 0, key will not be updated.)

WWww.ip-com.com.cn

QVLAN

Enable
Manage VLAN ]
PuID L]
D Restore
Wireless
e Xchotel
Radio Optimizing o0&
Frequency Analysis
Access Control D
Advanced managers

» QVLAN

3.5 Firewall

The following parts are included:

URL Filter: Configure different access rights for different URL categories to rationally manage network access

rights.
App Filter: Filter some popular mobile apps, like IM, Video, etc.

Traffic Control: Configure traffic control rules so that all clients can share network resources properly.

3.5.1 URL Filter

This page allows you to configure access rights for specified URLS, like online shopping, video, etc. By default,

this feature is disabled. Click Firewall > URL Filter to enter page below:
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WWw.ip—com.com.cn

URL Filter

Status

®pj @
Quick Setup URL Filter Disable Enzble

Firewall

» URL Filter
App Filter

Traffic Control
The default 5 URL categories (online shopping, shopping, video, Email and Recruit) can't be deleted. Click URL
Category to customize URL info. Up to 10 URL entries can be supported for every URL category. Once some

URLSs are enabled to be filtered, clients won’t be able to access them.

Www.ip—com.com.cn

URL Filter

Status

URL Filter Obisable  ®@Enable
W | e m e
Firewall Shopping [ Enable 1 amazon WWW.amazon.cn w
) URL Filter group-buying ("] Enable b apple www.apple.com W
App Filter Video (L] Enable
Traffic Control Chatting Email ("] Enable
Recruit || Enable

New URL Sets New URL

To add a new URL sets:

1. Click New URL Sets.

www.ip—com.com.cn

URL Filter

Status
URL Filter Opisable  ®Enable
Network
~ L P
[ Shopping [ Enable 1 amazon WWW.amazon.cn ‘@'
Firewall
} URL Filter group-buying ("] Enable 2 apple www.apple.com w
App Filter Video (] Enable
Traffic Control Chatting Email ("] Enable
Recruit (] Enable

Deployment

@ URL Sets New URL

-49 -



More Features

2. Specify the URL set, say, discount, and then click @

www.ip—com.com.cn

URL Filter

Status
S URL Filter Opissble  ®Enable
Quic
S RS me o ommme w ae
rel
F.ﬂ;_;,,a“ Shopping [ Enable 1 amazon Www.amazon.cn m‘
» URL Filter group-buying [ Enable 2 apple www.apple.com W
App Filter Video (") Enable
Traffic Control Chatting Email [ Enable
Recruit (| Enable

PR

Er ) QO |

New URL Sets New URL

3. Click the URL set you’ve created, and then click New URL.

www.ip—com.com.cn

URL Filter

URL Filter Opisable  ®Enable

o T

Firewall Shapping () Enable No URL exists yet.
» URL Filter group-buying () Enable
App Filter Video [ Enable
Chatting Email [ Enable
Recruit | Enable
discount @ Enable T

New URL Sets New URL ]

4. Give a description for the URL, specify the URL field, click @ and then click Save.

www.ip—com.com.cn

URL Filter

Restore

Status
”(rluicll Setup URL Filtar O Disable ®Enable
Network _
Firewall = Shapping () Enable |bergdorfgoodn| [www.bergdorfgoodman.co| % ®
» URL Filter group-buying [ Enable )
App Filter Video (") Enable

Chatting Email [C) Enable
Recruit (L] Enable
discount [#l Enable T

New URL Sets New URL
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3.5.2 App Filter

This feature allows you to filter some apps, like IM, Video, etc. This feature is disabled by default. Click Firewall >

App Filter to enter page below:

WWW.ip—com.com.cn

App Filter

---------------------- App Filter @®Disable  Enable
Network

------------------------

Firewall

URL Filter
» App Filter

Traffic Control

Checking the box before the corresponding app can enable its filtering. Then clients won’t be able to use this app.

WWw.ip—com.com.cn

App Filter
"""""""""" - App Filter Opisable  ®Enable -m
“Network MFiter  CMicroblog Chwechat  [JQQ

----- - - Video Filter hvouku CTudou [Cencent [ Thunder DiQI‘\"I
Firewall ety -m

Firewall
URL Filter
» App Filter

3.5.3 Traffic Control

Some apps, like P2P download, may consume lots of bandwidth. However, the total bandwidth is limited. If some
apps consume too much bandwidth, others' network experience will be affected. To ensure that all users can share
network resources properly, you can limit wireless clients' traffic via this feature. It is disabled by default. Click

Firewall > Traffic Control to enter page below:

Wwww.ip—com.com.cn

Traffic Control

Status

Traffic Control ®pDisable (Default)  OManual  CO'smart

Firewall

URL Filter
App Filter

» Traffic Control

The following two traffic control methods are supported on this device:
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(1) Manual: Every SSID and every client can only use the pre-configured bandwidth and the actual traffic can't be

greater than the set limit.
(2) Smart: Based on the total bandwidth the ISP has provided, all clients dynamically share the AP's total
bandwidth on average in case of bandwidth waste.

Configuration steps for manual traffic control:

1. Traffic Control: Select Manual.
2. Select the SSID you want to configure from the drop-down menu.

3. Set the max upload/download rate for both the SSID and the user.

4. Click Save to apply your settings.

WwWWw.ip—com.com.cn

Traffic Control

Status

"""""""""""""""""""""""" Traffic Control ODisable (Default)  ®@Manual  O'Smart
"""""""""""""""""" Selact enabled SSID |24GIP-cOM_230000 v
____________________________________ 2.4G:IP-COM_230900 Max Upload Rate2 |Mb/s (Range:0.01-1000)
."I;i-rew;l-li ---------------------------- Max Download Rate:_“:—Mb,fs (Range:0.01-1000) -m
URL Filter User Rate Max Upload Rate2 |Mb/s (Range:0.01-1000)
o MaxDownload Ratefs  |Mb/s (Range:0.01-1000)
LS [ o et i [ | e |
2.4G:1P-COM_230900 2 10 2 4
"""""""""""""""""""" 5G:IP-COM-5G_OEGAEL unlimited unlimited unlimitad unlimitad

Configuration steps for smart traffic control:

1. Traffic Control: Select Smart.

2. Total Bandwidth of AP: Set the total bandwidth the ISP has provided.
3. Select the SSID you want to configure from the drop-down menu.

4. Set the max upload/download rate.

5. Click Save to apply your settings.

WWw.ip—com.com.cn

Traffic Control

Status

”””””””””””””””””””” Traffic Contral Opisable (Default)  OManual ~ ®Smart
""""""""""""""""""""""""" Total Bandwidth of AP 20 |Mbjs(Range:0.01-1000)
77777777777777777777777777777777777777 Select enabled SSID [24GIP-COM_230000 v |
F| rewall ---------------------------- 2.4G:IP-COM_230900 Max Upload Rate:2  |Mb/s (Range:0.01-1000)
URL Filter MaxDownlozd Ratef10 |Mb/s (Range:0.01-1000)

» Traffic Control
---------------------------------------- 2.4G:1P-COM_230000 2 10
""""""""""""""""""""""" 5G:IP-COM-5G_DEGAEL unlimited unlimited
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3.6 SNMP

If you want to manage your AP via SNMP, click SNMP to enter page below:

Www.ip—com.com.cn

SNMP

""" S Here you can configure SNMP settings. SNMP v1 and v2¢ are supported.

SHMP ®Disable CEnable

Restore

By default, SNMP is disabled. Check the Enable box to enable SNMP.

wWww.ip—com.com.cn

SNMP

Status

""" o Here you can configure SMMP settings. SNMP v1 and v2c are supported.
SNMP (Obisable ®Enable

""""""""""""""""""""" Administrator Name | Administrator |
""""""""""""""" Device Name [AP355 |
--------------------------------- Location | ShenzZhen |
---------------------------------------- Read Community | public |
________________________________________ Read/Write Community | private |
Parameters Description:

Item Description

SNMP Disable/Enable the SNMP feature. It is disabled by default.

Administrator o . o

Administrator name of the AP. It is “Administrator” by default.

Name

Device Name Device name of the AP. The default name is AP355.

Location Where the AP is located. The default is Shenzhen.

. Indicate the community string for read access to permit reading this AP’s SNMP
Read Community . . .
information. The default is public.

Read/Write Indicate the community string for write/read access to permit reading and writing this AP’s
Community SNMP information. The default is private.

3.7 Deployment

Two deployment modes are supported on this AP: Local and Cloud. If there are many APs deployed in your
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network, it is suggested to use IP-COM access controller AC2000 to centrally manage these APs.

N Local

When there are many APs centrally deployed in your network, it is suggested to set these APs in Local mode, so

that APs can be managed by the local AC (access controller).

Internet

Router

Core Switch

Network Administrator

PoE Switch

PoE Switch

AP AP

(@ o (@

AP

~
(@

s -t

VN

By default, it is in Local mode.

WWww.ip—com.com.cn

Deployment

Status

_____________________________ Deployment ®1ocal Ocloud -m
---------------------------------------- Device Name _AP355

Coud acaddess | |

[The WAN TP address or domain name of the router that the Root AC connects to, e.g. www.ip-com.com.cn) -m

Cloud AC Manage Port [ l(valid Range: 1024~65535)

Cloud AC Upgrade Port [ lvalid Range: 1024~65535)

N Cloud

When many APs are scattered here and there, it is suggested to set these APs in Cloud mode, so that the AC (cloud
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AC) from the Internet side can centrally manage these scattered cloud APs.

Internet

Core Switch

Network Administrator

PoE Switch PoE Switch

AP

(A

Go to Deployment page, select Cloud:

WWWw.ip—com.com.cn

Deployment

Status

"""""""""""""""""""" Deployment Olocal ®@cloud
Device Name

"""" CoudACAddress [ |

(The WAN IP address or domain name of the router that the Root AC connects to, 2.0. www.ip-com.com.cn)

Cloud AC Manage Part [ (valid Range: 1024~65535)

Cloud AC Upgrade Part [ (valid Range: 1024~65535)

Parameters Description:
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Item Description

Configure different deployment modes to manage APs. It is in Local mode by default.

*  Local: When this mode is selected, all current APs can only be managed by the local

Deployment AC.

e Cloud: When this mode is selected, all current APs can only be managed by the
cloud AC or a cloud server. Options need to be configured in Cloud mode:

Device N Name of the AP. This item is only available in Cloud mode. It will be very convenient for
evice Name
the network administrator to recognize and manage APs if the device name is modified.

The WAN IP address or domain of the router that the cloud AC connects to. This item is
only available in Cloud mode.

Cloud AC Address

Cloud AC Manage The port of the router that the cloud AC connects to and that is used for managing cloud
Port APs (Range: 1024~65535). This item is only available in Cloud mode.

Cloud AC Upgrade The port of the router that the cloud AC connects to and that is used for upgrading cloud
Port APs (Range: 1024~65535). This item is only available in Cloud mode.

3.8 Tools

The following nine parts are included in Tools section.

Maintenance: Upgrade the AP’s system software.

Time & Date: Configure system time and web idle timeout for the AP.

Logs: View and manage system logs of the AP.

Configuration: Backup and restore your configurations, and reset your AP to its factory defaults.

User Name & Password: Modify login username and password to prevent unauthorized accesses.

Diagnostics: Troubleshoot your AP to quickly find out where the problem is.
Reboot: Restart your AP.
LED: Turn on/off the LED of the AP.

Uplink Detection: Used for uplink detection.

3.8.1 Maintenance

If your device is in normal operation, it is not advisable to upgrade your device. If you want to acquire the latest
software version or better value-added functions for your device, you can access our official website

http://www.ip-com.com.cn to download the latest software for upgrading. Click Tools > Maintenance to enter

page below:
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www.ip—com.com.cn

Firmware Upgrade

Use this saction to update davice's firmware for better functionalities or new features.

_____________________________________ Select a Firmware File: Choose File | No file chosen

Current Firmware Version: V2.0.0.4(3058); Release Date: 2016-02-28

Note: DO NOT disconnect the device from power and network connections while upgrade is in process, otherwiss it

may be permanently damagad. When upgrade is complete, the device restarts automatically. Upgrade may take about

90 seconds. Please wait.

} Maintenance

A Note

Do not disconnect power supply of the AP. If the power supply is interrupted, the upload may fail and you need to
re-upgrade it. If you are unable to log in to its web Ul after cutting off its power supply during the upgrading,

cousult our technical stuff for assitance.

Upgrading Steps:

1. Launch a web browser and go to http://www.ip-com.com.cn to download the latest firmware.

2. Go to the Maintenance page.

3. Click Choose File (in Google browser) to locate and select the upgrade file in the corresponding directory on

your hard disk.
4. Click Upgrade and then follow onscreen instructions to finish the upgrade.

When the upgrading completes, view the current firmware version to judge that whether you’ve upgraded your AP

successfully or not.

3.8.2 Time & Date

This page allows you to configure the AP’s system time and web login timeout.
System Time

Click Tools > Time & Date > System Time to enter page below. This page is used to set the device’s system time.

: Tip

Once power is not delivered on this device, the time settings will be lost. By default, Sync with Internet time
servers is enabled. When the device is able to access the Internet, it will automatically connect to the NTP server
on the Internet to synchronize the time.
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WWW.ip—com.com.cn

NN Login Timeout

Status
This page is used to set the device's system time. You can select sither to set the time manually or get the GMT time -
Quick Setup m
from Internet and system will automatically connect to NTP server to synchronize the time.
Note: System time will be lost when the device is disconnected from power supply. However, it will be updated
automatically when the device reconnacts to Internst.
#I5ync with Internet time sarvers Sync Interval{ 30 minutes v |
Time Zone:| (GMT+08:00) Beijing, Chongging, Hong Kong, Urumugi, Taipei v |

(Mote: GMT time will be updated automatically only when the device is connectad to Intermnst)

5 Set Time and Date Manually:
Maintenance

b T O 2016 veaioz  Month14  [payos  |Es mEs |s

Logs

Configuration

Username & Password
Diagnostics

Reboot

LED

Uplink Detection

System time can be configured using the following 2 methods:
N Sync with Internet time servers

If enabled, system automatically connects to NTP server on the Internet to synchronize the time. To enable this
feature, please verify that your AP has connected to the Internet successfully. Method: go to LAN Setup page to

configure its IP info.

Configuration Steps:

1. Check the Sync with Internet time servers box.
2. Select the sync interval, say, 30 minutes.

3. Select your time zone.

4. Click Save to apply your settings.

WWw.ip—com.com.cn

BV IR Login Timeout

Status

This page is used to set the device's system time. You can select either to set the time manually or get the GMT time

Quick Setup
.- from Internet and system will automatically connact to NTP server to synchronize the time.
s Mote: System time will be lost when the device is disconnacted from power supply. However, it will be updated
Wireless ) )
________________________________________ automatically when the device reconnects to Internet.
#ISync with Internet time servers Sync Interval: 30 minutes v |
Time Zone:| (GMT+08:00) Beijing, Chongging, Hong Kong, Urumugi, Taipei v |

----- == (Note: GMT time will be updated automatically only when the device is connected to Intermnet)

. Set Time and Date Manually:
Maintenance

L 2076 iveal03  Month14  Davos  WES  |ml5s b

Logs

Configuration

Username & Password
Diagnostics

Reboot

LED

Uplink Detection

- 58 -



More Features

N Set Time and Date Manually

Specify the time and date manually or click Sync with Your PC to automatically copy your current PC's time to

the device.
Configuration Steps:
1. Uncheck the Sync with Internet time servers box.

2. Click Sync with your PC or enter the correct date and time in the input fields.

3. Click Save to apply your settings.

Www.ip—com.com.cn

(RITER Login Timeout

This page is usad to set the device's system time. You can select sither to set the time manually or get the GMT time
from Intemnet and system will automatically connect to NTP server to synchronize the time.

Note: System time will be lost when the device is disconnectad from power supply. However, it will be updated
automatically whan the device reconnects to Internst.

[CIsync with Intemet time servers ] Sync Interval: 30 minutes v |

Time Zone| (GMT+08:00) Beljing, Changging, Hang Keng, Urumugj, Taipei v]

(Note: GMT time will be updatad automatically anly whan the device is connected to Intamet)

- Set Time and Date Manually:
Maintenance
T O (2016 [vealD3  Month14  Day08 K58 M55 s | Sync with Your PC

Logs

Configuration
Username & Password
Diagnostics

Reboot

LED

uplink Detection

Login Timeout

You are automatically logged out of the web Ul after a period of inactivity. You can set the length of the inactive

period. The default login timeout is 5 minutes. To change the login timeout, click Tools > Time & Date > Login

Timeout to enter page below:

www.ip—com.com.cn

System Time

Login Timeout Setup

""""""" Login Timeout: [s [1~60 minutes)

Status

Maintenance

» Time & Date
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3.8.3 Logs

The following two parts are included:
View Logs: View system logs since the latest reboot.

Log Setup: Configure log server and how many logs can be displayed on each page.
View Logs

Click Tools > Logs > View Logs to enter page below. Here you can view the history of the device’s actions. Two
types of logs are supported on this device: All and System. You can select any one of them from the drop-down

list. Click Refresh to update current log info or click Clear to clear all logs.

WWww.ip—com.com.cn

VIEUEGLESE Log Setup

Type of logs to display: Al v |

EEE =N

150 2016-03-14 11:14:15 system web 192.168.0.183 login

149 2016-03-14 10:30:54 system web 192.168.0.183 login time expired Help

148 2016-03-14 09:58:43 system web 192.168.0.183 login

147 2016-03-12 14:45:27 system web 192.168.0.183 login time expired
Maintenance 146 2016-03-12 14:37:45 system AP enter in receive scan status.
Time & Date 145 2016-03-12 14:37:45 system recy msg is error gWTPDiscoveryCount:360.

} Logs 144 2016-03-12 14:37:35 system recv msq is ermor gWTPDiscoveryCount:359.

Configuration . .

143 2016-03-12 14:37:25 system recv msa is error gWTPDiscoveryCount:358.
Username & Password

142 2016-03-12 14:37:15 system racv msq is errar gWTPDiscoveryCount:357.
Diagnostics
Reboot 141 2016-03-12 14:37:05 system racv msq is error gWTPDiscoveryCount:356.
LED 140 2016-03-12 14:36:55 system recv msq is error gWTPDiscoveryCount:355.
Uplink Detection 139 2016-03-12 14:36:45 system recv msq is ermor gWTPDiscoveryCount:354.

138 2016-03-12 14:36:35 system recv msq is ermor gWTPDiscoveryCount:353.

A note

*  Rebooting your AP will clear all your system logs.

*  Configuring QVLAN settings, powering off your AP, backing up and restoring configurations, resetting and
upgrading your AP will reboot your AP.

e  To verify that the logs are correctly recorded, go to Tools > Time & Date to make your system time correct.

Log Setup

Click Tools > Logs > Log Setup to configure system logs. Here you can set up the number of logs and rules of log

settings.
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WWww.ip—com.com.cn

View Logs Iwﬁ
Status
""""""""""""""""" Numberof Logs  [150  |(Default:150,Range:100~300)

C]Enab\e(To use the following rules, you must check this box.)

e e e om0

Maintenance

Time & Date

b Logs

N Number of Logs

Up to 300 entries can be logged. The default is 150.

N Log Server
If configured successfully, the system will begin to log events and simultaneously send them to the specified log

server in your LAN. You can view all logs there.
Configuration Steps:

1. Click Add.

Www.ip—com.com.cn

View Logs [EJdEEt=a]

Status
""" B NumberofLogs  [150  |(Dsfault:150,Range:100~300)

[CJEnable{To use the following rules, you must check this bax.)

o sewr s w0

Maintenance

Time & Date

» Logs

2. Log Server IP: Specify the IP address of the syslog server in your LAN, say, 192.168.0.172.

3. Log Server Port: Specify the port of the syslog server in your LAN (If not allowed to configure a port on your

server, enter the default value 514).

4. Check the Enable box to enable the log server.

5. Click Save to apply your settings.
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Wwww.ip—com.com.cn

View Logs Log Setup

Status
77777777777777777777777777777777777777 Log Server IP 192.168.0.172
"""""""""""""""""" Log Server Port 514
Enable Restore

Maintenance
Time & Date

» Logs

6. Check the "To use the following rules, you must check this box." Option to activate your settings and then

click Save.

WWW.ip—com.com.cn

View Logs Iwm

Status

Number of Logs 150 (Default:150,Range:100~300)

- WiEnable(To use the following rules, you must check this box.)
----------------------------- L —

________________________________________ 1 192.168.0.172 514 Enzble | Edit | Delete |
""""""""""""""""""""""

Maintenance

Time & Date

To make sure that system logs can be sent to the server successfully, you need to go to Network > LAN Setup to

set your AP’s IP address, subnet mask and gateway so that the route between the AP and the log serve is reachable.

3.8.4 Configuration

The following two parts are included:

Backup & Restore: Backup current configurations to your local PC and restore previous configurations to your AP.

Restore to Factory Default: Restore your AP to its factory defaults.

Backup & Restore

Click Tools > Configuration to enter page below:
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wWww.ip—com.com.cn

Restore to Factory Default

This section allows you to save current settings or restore previous settings.

---------------------------------------- Save Settings to Local Hard Drive
Load Settings from Local Hard Drive | Choose File | No file chosen

Status

Maintenance
Time & Date
Logs

» Configuration

N Backup

If you configure many settings on this device, which will make this device work in good status, it’s suggested to

backup settings, which will be convenient for troubleshooting and saving time for next time’s configuration.

Method: Click Backup and then follow onscreen prompts.

N Restore

If you need to configure the same settings for multiple APs, or if your AP works improperly, you can restore your

AP to its previous configurations which you’ve backed up.

Method: Click Choose File (in Google browser) to download your previous configurations, click Restore and

then follow onscreen prompts.

Restore to Factory Default

If the device or client connected to the device fails to access the Internet due to incorrect configurations and you
cannot solve the problem, click Tools > Configuration > Restore to Factory Default to reset the device and then

reconfigure it.
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Www.ip—com.com.cn

Backup & Restore RESOIGCRCRR: s MG

Status

""""""""""""""""""""" Click this button to reset the device to factory default values.

Restore to Factory Default

Maintenance
Time & Date

Logs

» Configuration

If you forgot the login info of the AP, like login IP address or login username, you can press and hold the RESET

button with something like a needle for at least 7 seconds to reset your AP.

(_g Tip

After resetting your AP, the login IP address of the AP is 192.168.0.254, and the login username and password are

admin for both. For other default settings, see Appendix 2 Default Settings.
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3.8.5 User Name & Password

Click Tools > User Name & Password to enter page below. Here you can change the user name and password for

web login. We suggest that you change this password to a more secure one.

1IP-COM.

User Name & Password

Use this section to change your login user name and password. Save

MNote: User name and password can only include 1~ 32 letters, numbers or undarscors!

Access Made User Name Enable Action Restore
Administrator
admin Change
MName Help
User user Delete || Change

By default, two accounts are supported: administrator and user. The administrator can manage your AP, while the
user can only view the AP’s relevant information. Both the user name and password for the administrator are

admin. Both the user name and password for the user are user.

3.8.6 Diagnostics

This page allows you to test your network connection. If your network is malfunctioning, click Tools >

Diagnostics to use the ping utility to test your network and find out where the problem is.

1IP-COM.

Input an IP(=g: 192.168.0.254) address or a domain name(eg: www.google.com):

Please enter: ping ping

3.8.7 Reboot

When some settings you have configured cannot be activated or your device is functioning improperly, please

-65 -



More Features

reboot your device. The following two parts are included:
Reboot: Reboot your AP manually.

Time Reboot: Reboot your AP at the specified time.

Ej Tip

While rebooting your AP, all your WiFi connections will be disconnected. Thus, please reboot your AP when the

network is not busy.

Reboot

Click Tools > Reboot to reboot your AP manually.

Www.ip—com.com.cn

Time Reboot
This page allows you to configure the rebooting time, or click the 'Reboot’ button to restart your device.

Status

Maintenance
Time & Date

Logs

Configuration

Username & Password
Diagnostics

» Reboot

Time Reboot

Click Tools > Reboot > Time Reboot to enter page below. Here you can reboot your device at the specified time.

Once this feature is enabled, please make sure that your device is synchronized with the Internet time server.
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www.ip—com.com.cn

Status

Enable Auto Reboot (8]

AUTO Reboot Type Aslnterval ¥
Reboot Interval 1440 {minute,Rangs: 10-7200}

Maintenance
Time & Date

Logs

Configuration

Username & Password
Diagnostics

» Reboot

Two methods for time reboot are available: As Interval and As Scheduled.

N As Interval

The device will reboot automatically at intervals according to the interval you’ve configured.
1. Check the Enable Auto Reboot Box.

2. Select As Interval from the drop-down list.

3. Specify the reboot interval (Recommended: 1440 minutes).

4. Click Save to apply your settings.

Enable Auto Reboot l#
AUTO Reboat Type (Asinterval v | P
Reboot Interval |144{] | ¢ minute,Range: 10-7200)

N  As Scheduled

The device will reboot regularly according to the time you’ve configured.

1. Check the Enable Auto Reboot box.

2. Select As Scheduled from the drop-down list.

3. Check corresponding dates from Mon (Monday) to Sun (Sunday) to specify the reboot date.
4. Specify the reboot time.

5. Click Save to apply your settings.
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Enable Auto Reboot

AUTO Reboot Type

Time Reboat on [everyday ®Mon  #Tue ®wed ®Thur #IFi Clsat Clsun

Time Reboot at eg: 23:59
3.8.8 LED

Click Tools > LED to turn off/on all LEDs.

WWw.ip-com.com.cn

Disable all LEDs

Status

Maintenance
Time & Date

Logs

Configuration

Username & Password
Diagnostics
Reboot

» LED

3.8.9 Uplink Detection

When "Uplink Detection” is enabled, AP will periodically Ping the configured host. If its Ping packets are
unreachable to the host, wireless clients will re-associate with another AP by disabling this AP’s SSID broadcast.

This action can ensure that the client can connect to an AP which has normal access to the Internet.

The network topology is shown as below:
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PoE Switch

Ethernet Port

@ o

Router Core Switch

(A

Click Tools > Uplink Detection to enter page below:

Www.ip-com.com.cn

Uplink Detection

Status

Uplink Detection [CJEnable
PingHostt [ ]
LT —
Ping Interval [10 |10 ~ 100 Minutss) -m
Maintenance
Time & Date
Logs
Configuration
Username & Password
Diagnostics
Reboot
LED
» Uplink Detection
Parameters Description:
ltem Description
Uplink Detection Enable/Disable the uplink detection feature.
Ping Host 1/2 Specify the address of the Ping host which connects to the Ethernet port of the AP.

Ping Interval Configure the interval for Ping test.
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Appendix

A FAQs

Q1: | enter 192.168.0.254 in the web browser but cannot access this AP’s web Ul. What should I do?
« Verify that Ethernet cables are properly connected;

o  Check the TCP/IP settings on your PC and verify that IP address is 192.168.0.X (2-253);

«  Clear the browser cache or try another web browser;

« Disable the firewall of your PC or try another PC;

« If there are at least 2 APs in your network, and they are not centrally managed by an AC, please connect APs
one by one to the switch and modify their IP addresses.
o If your AP has been managed by an AC, its login IP address might not be 192.168.0.254. Log in to the AC,

view the new IP address of your AP and then use the new one to log in to it.
If you are still unable to log in, please press the RESET button to restore the device to its factory default settings
and follow this install guide to configure your settings again.

Q2: The AP can’t be discovered by the AC. What should | do?

«  Verify the AP has been connected properly and powered on.
« If VLAN has been divided in your network, verify that corresponding VLAN settings have been configured
on the AC.

o Restart or reset your AP and try again.

For more info, you can visit our website http://www.ip-com.com.cn, send an e-mail to info@ip-com.com.cn, or

give us a call by (86755) 2765 3089. We’ll help you out as soon as possible.
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Appendix

B Configure PC

Windows 8

|
1. Right click the icon on the bottom right corner of your desktop.

o [me 52 )

221 PM
2126/2015

2. Click Open Network and Sharing Center.

Troubleshoot problems

Open Metwork and Sharing Center

3. Click Ethernet > Properties.

1 "&3 <« MNetwork and Internet » Metwork and Sharing Center

Contrel Panel Home

Change adapter settings

Change advanced sharing
settings

Seealso
HomeGroup
Internet Options

Windows Firewall

Network and Sharing Center

General

W

Connection

IPw4 Connectivity:
IPvE Connectivity:
Media State:

Mo Internet access
Mo Internet access
Enabled

01k1s

1.0 Gbps

Duration:
Speed:

Sent —— &‘E ——  Received

2,404 |

Bytes: 18,772

|@Properties || I@Disable || Diagnose |

Find and double click Internet Protocol Version 4(TCP/IPv4).
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1] X

4

Metwarking

Connect using:
@ Intel{R) 825741 Gigabit Metwork Connection

This connection uses the following tems:

.@ File and Prirter Sharing for Microsoft Metworks A
[ - Microsoft Metwors Adapter Muttiplexor Protocol

i Microsoft LLOP Protocol Driver

i Link-Layer Topology Discovery Mapper /0 Driver

i Link-Layer Topology Discovery Responder

b |temet Protocol Version 6 (TCP/IPvE)

Intemet Protocol Version 4 (TCP/1Pvd) W
L4 >

Install... Urinstal
Description

Transmizsion Control Protocol/Intemet Protocol. The defautt
wide area netwark protocol that provides communication
across diverse interconnected networks.

. 0K || Cancel |

5. Select Use the following IP address, type in the IP address: 192.168.0.x (2~253), Subnet mask: 255.255.255.0
and click OK.

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following IP address:

IP address: 192.168. 0 . 6
Subnet mask: 255 .255.255. 0

Default gateway:

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[[]validate settings upon exit

6. Click OK on the Ethernet Properties window.

Windows 7

1. Click the icon B= on the bottom right corner of your desktop.
2. Click Open Network and Sharing Center.
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Currently connected to:

Unidentified network
Mo Internet access

Open Metwork and Sharing Center

= Tip

If you cannot find the icon B&l on the bottom right corner of your desktop, follow steps below: Click Start K3
> Control Panel > Network and Internet > Network and Sharing Center.

__________________________________________________________________________________________________________________________________

3. Click Local Area Connection > Properties.

= (O x
2%
'(’ Lt <« Metwork and Internet » Network and Sharing Center - Search Control Panel pel
s b T =" |
E] Local Area Connection Status i ] @ I+

Control Panel Home

et up connections

General

Change adapter setti B %u See full map
Change advanced sh| Connection
- . Internet
settings IPv4 Connectivity: Mo Internet access
IPvE Connectivity: Mo Internet access .
) s Connect or disconnect
Media State: Enabled
BYElinE DESrE | Bs type: Mo Internet access
Speed: 1.0 Gbps

\lections: [ flocal Area Connection I

m

Activity
- or VPN connection; or set up a
Sent —— k;! —  Received
a7
Bytes: 758,618 | 8,236,580
l-up, or VPN network connection.
@Properties '[ '@Disable ] [ Diagnose ]
See also .
| Work computers, or change sharing
HomeGroup
.
Internet Options
L — -

4. Find and double click Internet Protocol Version 4(TCP/IPv4).
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ﬁ Local Area Connection Properties i A_E

| II
Metwaorking

Connect using:
@ Imtel{R) PROA1000 MT Metwork Connection

This connection uses the following tems:

"% Cliert for Microsoft Networkcs

Bl (105 Packet Scheduler

g File and Printer Sharing for Microsoft Networles

i [mtemet Protocal Version & (TCP/1PwE)

P8 [ntemet Protocaol Version 4 (TCP/1Pwd)

i Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

install . Uninstall

Description

Transmission Contral Protocol/Intemet Protocol. The default
wide area netwark protocol that provides communication
across diverse interconnected netwarks.

| ok || cancel |

- T -
—

5. Select Use the following IP address, type in the IP address: 192.168.0.x (2~253), Subnet mask: 255.255.255.0
and click OK.

G I
Internet Protocol Version 4 (TCP/IPv4) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an IP address automatically
@ Use the following IP address:

IP address: 192.168. 0 . 6
Subnet mask: 255 +255 +.255+ 0

Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

6. Click OK on the Local Area Connection Properties window.

Windows XP

1. Right click My Network Places on your desktop and select Properties.
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Open
Explore
Search for Computers...

Map Nebwork Drive...
Disconnect Network Drive,..

Create Shorteut
Dedete
Rename

Properties

2. Right click Local Area Connection and select Properties.

o®
Dizable
Status

Repair

Bridge Connections

Create Shorkout
Delete
Fenarme

Froperties

3. Scroll down to find and double click Internet Protocol (TCP/IP).

-+ Local Area Connection Properties

Generd | Advanced|

Connect using:
‘ B8 Marvell Yukon 88ES057 POIE Gigabi |

Thiz conneciion uses the folowing kems:

¥ 18] Client for Microsoft Networks

2 File and Prirter Shaiing for Miciogolt Networks
v QoS Packet Scheduler

nternet Protacol [TCPAP)

Description
Tranzmizzion Control Protocol/intemet Protecol The defauk
wide aea network protocol that provides communication
across dverse ntercornected networks.

Show icon in notification area when connecled
Notify me when tris connection has Imited o no connectivity

[ ok || cance |

4. Select Use the following IP address, type in the IP address: 192.168.0.x (2~253), Subnet mask: 255.255.255.0
and click OK.
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Internet Protocol (TCP/IP) Properties

General

for the appropriate IP settings.

IP address:
Subnet mask:

Default gateway:

Preferred DNS server:

Alternate DNS server:

() Obtain an IP address automatically
(3) Use the following IP address:

192,168, 0 . 6

255,255, 255, 0

(3) Use the following DNS server addresses:

PIX

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

[ OK ][ Cancel ]

5. Click OK on the Local Area Connection Properties window.

C Default Settings

Parameters
IP

Device Login Administrator
User
Name|Password

User
Quick Setup ~ Working Mode

Address Mode

IP Address (Management IP)
LAN sETUP  Subnet Mask

Gateway

Primary DNS server

Default Settings

192.168.0.254

adminjadmin

user|user

AP mode

Static IP

192.168.0.254

255.255.255.0

192.168.0.1

192.168.0.1
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Secondary DNS Server /

Device Name AP355
DHCP Server Disable
SNMP Disable
Deployment Local

Sync with Internet time server. Time zone:
System Time (GMT+08:00)Beijing, Chongging, Hong Kong,

Time &
Date Urumugi, Taipei
Web Login Timeout 5 minutes
Tools
Number of Logs 150
Time Reboot Disable
LED On
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Parameters

Wireless

SSID Setup

Radio

2.4G Primary SSID

SSID
5G Primary SSID
Primary SSID
SSID
Other SSIDs

Broadcast SSID

Client Isolation

Multicast to Unicast

Probe Broadcast Packets Control

Maximum Clients

Chinese SSID Encode

Security Mode

WiFi

Country

Network Mode

Channel

Channel Bandwidth

Extension Channel

Channel Lockout

TX Power

Power Lockout

Preamble

Short Gl

Inter-SSID User Isolation
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Default Settings

IP-COM_XXXXXX

IP-COM-5G_YYYYYY

Enable

Disable

Enable

Disable

Disable

Disable

48

UTF-8

None

Enable

China

2.4G: 11/b/g/n mixed; 5G: 11ac

Auto

2.4G: 20/40MHz; 5G: 80MHz

2.4G: Auto; 5G: /

Disable

2.4G: 22dBm; 5G: 20dBm

Disable

Long Preamble

Auto

Disable
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Parameters Default Settings
Beacon Interval 100
Fragment Threshold 2346
RTS Threshold 2347
DTIM Interval 1
Receive Signal strength -90dBm
Signal Transmission Available for 2.4G, coverage-oriented
5G SSID Priority Available for 5G, disable
Radio
Optimizing Airtime Scheduling Disable
Interference mitigation Available for 2.4G, 4
Wireless APSD Disable
(Continued) Ageing Time 5 minutes

2.4G: 1, 2,5.5, 11Mbps
Basic Rate Sets
5G: 6, 12, 24Mbps

2.4G: 6,9, 12, 18, 24, 36, 48, 54Mbps
Supported Rate Sets
5G: 9, 18, 36, 48, 54Mbps

WMM Setup  Enable, Optimized for Throughput (concurrent users < 10)

Access )

Disable
Control

Recognize Terminal Type Disable
Advanced

Filter Broadcast Data Disable
QVLAN Disable
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D Safety and Emission Statement

C€O

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the
user may be required to take adequate measures.

Operations in the 5.15-5.25GHz band are restricted to indoor use only.

This equipment complies with the European Council Recommendation of 12 July 1999 on the Limitation of
Exposure of the General Public to Electromagnetic Fields [1999/519/EC].

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment. (2) To avoid unnecessary radiation interference, it is recommended to use a
shielded RJ45 cable.

FE

This device is restricted to be used in the indoor.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including

interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on,

the user is encouraged to try to correct the interference by one of the following measures:

— Reorient or relocate the receiving antenna.
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— Increase the separation between the equipment and receiver.

— Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

— Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could

void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Radiation Exposure Statement

This device complies with FCC radiation exposure limits set forth for an uncontrolled environment and it also

complies with Part 15 of the FCC RF Rules.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

-82-



