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Preface

Thank you for choosing IP-COM! Please read this user guide before you start.

Conventions

The typographical elements that may be found in this document are defined as follows.

Item

Cascading menus
Parameter and value
Variable

Ul control

Presentation Example

> Internet Settings > LAN Setup

Bold Set SSID to Tom.

Italic Format: XX:XX:XX:XX:XX: XX

Bold On the Quick Setup page, click the Save button.

The symbols that may be found in this document are defined as follows.

Symbol

m Note

-\@/- Tlp

Meaning

This format is used to highlight information of importance or special interest.
Ignoring this type of note may result in ineffective configurations, loss of data or
damage to device.

This format is used to highlight a procedure that will save time or resources.

Acronyms and Abbreviations

Acronym or
Abbreviation

AC

AC
ACK
AES
AIFSN
AP
APSD
ARP
BE

BK
CAT5e
CSMA/CA

Full Spelling

Access Controller (Network Equipment)
Access Category (WMM settings)
Acknowledge

Advanced Encryption Standard
Arbitration Inter Frame Spacing Number
Access Point

Automatic Power Save Delivery
Address Resolution Protocol

Best Effort

Background

Category 5 Ethernet

Carrier Sense Multiple Access with Collision Avoidance



Acronym or
Abbreviation

CTS
Cwmax
Cwmin
DHCP
DIFS
DNS
DTIM
EDCA
Gl

IP

ISP
LAN
MAC
MIB
MU-MIMO
NMS
NTS
OID
PoE
PPP
PVID
QVLAN
RADIUS
RF

RSSI
RTS
SNMP
SSID
STA
SYS
TCP/IP
TKIP
TXOP
ul
UTF-8
"

VID
VLAN
VO
WAN

Full Spelling

Clear To Send

Contention Window Maximum
Contention Window Minimum
Dynamic Host Configuration Protocol
Distributed Inter-Frame Spacing
Domain Name Server

Delivery Traffic Indication Message
Enhanced Distributed Channel Access
Guard Interval

Internet Protocol

Internet Service Provider

Local Area Network

Medium Access Control

Management Information Base
Multi-User Multiple-Input Multiple-Output
Network Management System
Network Time Server

Object Identifier

Power-over-Ethernet

Point to Point Protocol

Port-based VLAN ID

802.11q VLAN

Remote Authentication Dial-In User Service
Radio Frequency

Received Signal Strength Indicator
Request To Send

Simple Network Management Protocol
Service Set Identifier

Station

System

Transmission Control Protocol/Internet Protocol

Temporal Key Integrity Protocol
Transmission Opportunity

User Interface

8-bit Unicode Transformation Format
Video Stream

Virtual ID

Virtual Local Area Network

Voice Stream

Wide Area Network



Acronym or

Abbreviation Full Spelling

WEP Wired Equivalent Privacy

WMF Wireless Multicast Forwarding

WMM Wi-Fi Multimedia

WPA Wi-Fi Protected Access

WPA-PSK Wi-Fi Protected Access-Pre-shared Key

Technical Support

If you need more help, contact us by any of the following means. We will be glad to assist you

(3}

+86-755-27653089 info@ip-com.com.cn http://www.ip-com.com.cn

as soon as possible.
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1 Login

1.1 Logging in to the web Ul of the AP

Before you start, ensure that:

- The AP is properly connected to a computer with an Ethernet cable.

The IP address of the management computer is in the same network segment of the
AP. For example, if the IP address of the AP is 192.168.0.254, the management
computer should be configured with an IP address of 192.168.0. X (X: 2~253). For
how to configure the computer with a specified IP address, see A.1 in Appendix.

Procedure

1. Start a web browser on the computer, enter the IP address of the AP (default:
192.168.0.254) in the address bar, and press Enter (Windows) or Return (Mac) on the
keyboard.

Mew Tabh ® o

& 192168025

|__|/ Note

How to obtain the login IP address:

- The default login IP address is 192.168.0.254, which could be found on the rear panel of the AP.
You are recommended to note it down and keep it safely for later use.

- Ifthe AP is managed by an IP-COM AC (access controller) or an IP-COM router with AP
functionality, the IP address of the AP is assigned by the management IP-COM AC or router. To
obtain it, go to the web Ul of the AC or the router to view the new IP address of the AP.

2. Enter the user name and password (default: admin/admin), and click Login.
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Access Point

Cefaull user name: admin

Default password. admin et

q English T

Forget password?

m Note

- Ifthe login page does not appear, refer to Q1 in A.2 FAQ.

- To modify the login user name and password, see Account.

---End

1.2 Logging out

The system logs you out when you:
- Close the web browser.

- Login to the web Ul of the AP but perform no operation within the Login Timeout
Interval (default: 5 minutes).

'\@' Tip

Login Time Interval allows you to set how long you can stay on the web Ul, which could be modified by
navigating to Tools > Date & Time > Login Timeout Interval.
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1.3 Web Ul layout

The web Ul of the AP consists of four sections, including the level-1, and level-2 navigation
bars, tab page area, and the configuration area. See the following figure.

B Tl 0 LN Latup e |

- Quick Fobaz WA Arkliess  CRAAISTTOTI0

& lternet Sobing: P Siliaki Tows BHOP Mpsssinie 1N Ak ¥
Akl 5l
LM pelin FAddise. 192 1RA0.25¢

C0T Rl
Subnet Mack: 266255 36FD

T WEalece
Ddauit Sabewoy {15 B K
S v
“rmany Lty {1 i R
8 Tocl
Secandan: [ {1811 fu ]
Planic e Blanes L Fri
Oiptiirdon Elheriast fon @ Fastes Speed (dals Magolistion
Lomyer Diskanee <10 Mbps Fall Dussbesd
No. Name Description
1 Level-1 navigation bar

Used to display the function menu of the AP. Users can select
2 Level-2 navigation bar functions in the navigation bars and the configuration appears in

the configuration area.
3 Tab page area

Configuration area Used to modify or view your configuration.

S

_\@I- Tlp

The functions and parameters dimmed on the web Ul indicate that they cannot be changed in the current
configuration or they are not supported by the AP. To configure such functions or parameters, configure
their related functions or parameters first.
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1.4 Frequently-used buttons

The following table describes the frequently-used buttons available on the web Ul of the AP.

Button Description
Used to save the configuration on the current page and enable the configuration
to take effect.
- Used to modify the current configuration on the current page back to the original
Cancel configuration.
q Used to get the online help.
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2 Status

This module presents you with an overall running status of the AP, including system status,
LAN port status, wireless status (2.4 GHz and 5 GHz), traffic statistics, and information of
wireless clients connected to the AP. You are allowed to view rather than modifying here.

2.1 System status

This page displays the System Status and LAN Port Status of the AP.

To access the page, choose Status > System Status.
m  System Status

Systemn Status |

System Status
Dewvlce Mame:  Access Polnt Uptirme:  ShrsS0minSésec
Systemn Time:  20019-03-30 1L7:16:35 Firmoware Version;  WV1.0L0,3(3889)
Hardware Wersion: 1.0 Mumber of Wirsless 0
Cliants;

Parameter description

Parameter Description

It specifies the name of the AP.
Device Name
You can modify it on Internet Settings > LAN Setup page.

Uptime It specifies the time that has elapsed since the AP starts up last time.
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System Time

Firmware Version
Hardware Version

Number of Wireless
Client

®  LAN Port Status

It specifies the current system time of the AP.
]

'\@‘ Tip

To make time-related configurations work properly, ensure that the system time
is correct. You can modify it on Tools > Date & Time page.

It specifies the current firmware version number of the AP.

It specifies the current hardware version number of the AP.

It specifies the quantity of wireless devices currently connected to the AP.

LAN Port Status:
MAC Address 0838 DD 7:07:30 IP Address  192.168.1.161
Subnet Mask:  255.255.255.0 Primary DNS:  0.0.00
Secondaty DNS: 0,0.0.0
Parameter description
Parameter Description
It specifies the physical address of the AP’s LAN port.
MAC Address If you connect the AP to other devices using Ethernet cables, the AP uses this
MAC address to communicate with those devices.
It specifies the IP address of the AP’s LAN port, which can be used to log in to
IP Address the web UL.

Subnet Mask
Primary DNS Server

Secondary DNS Server

You can modify it on Internet Settings > LAN Setup page.
It specifies the subnet mask of the AP.
It specifies the primary DNS server of the AP.

It specifies the secondary DNS server of the AP.
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2.2 Wireless status

This page displays radio information and SSID information of the AP. You can get a glance of
whether or not the radio frequency (RF) function is enabled, the network mode it currently
uses, and the channel it operates, as well as all the SSIDs-related information. This page
includes RF status and_SSID status.

To access the page, choose Status > Wireless Status.

= RF status
24 GHz 5 GHz
RF Status
HF: Enablad MNatwiork Boda: 11o/a/n
Channel: 5

Parameter description

Parameter Description

It specifies whether the WiFi network at the corresponding band is

enabled.

RF - Enabled: WiFi network at the corresponding band is enabled.

- Disabled: WiFi network at the corresponding band is disabled.

Network Mode It specifies the network mode currently enabled by the AP on each radio
band.
It specifies the current channel the AP operates on either2.4 GHz or 5

Channel GHz band.
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m  SSID status

EEID Status
SSID MAC Address Status Security Mode
Wo3IAPVLO-TEST (0 T o T A Enabled MNone
[P-COM_DTO73L CH:3A3%0DR0T32 Disabled Mg
[P-COM_D707I2 CH3ARSDTOTI3 Disabled Marne
[P-COM_DIO7IE CH:3ARS0R0T34 DHsabled Mane
IP-COM_D70T734 CH:38:35:0707:35 Disabled Nane
TP-COM_DT0OT35 CR:3A:35:0707:368 Disabled Mane
IP-COM_DTOT736 CH:3N35DT07:37 Disabled Nane
IP-COM_D70737 C8:30:35:0707:38 Disabled Nane

Parameter description

Parameter

SSID

MAC Address
Status

Security Mode

Description

Wireless network name of the AP. The AP supports up to 8 SSIDs on 2.4 GHz
and 4 SSIDs on 5 GHz.

’

“Tip

||||§D'-

The 1st SSID on the list indicates the primary SSID. By default, only the
primary SSID on each radio band is enabled.

It specifies the physical address of the corresponding wireless network.
It specifies whether or not the corresponding WiFi network is enabled.

It specifies the security mode adopted by the corresponding WiFi network.
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2.3 Traffic statistics

This page allows you to view statistical information about traffic based on SSIDs.

To access the page, choose Status > Traffic Statistics.

24 GHz 5 GHz

SS5ID Received Traffic LA et s Transmitted Traffic B
Oty (Qty.)
WEIAPVILO-TEST D.O0MB 17 0.36MB 2B76
[F-COM_DF0731 (LOChE 0 Q.0ame 4]
[P-COM_DT0732 0.00ME 0 0.00MB 0
[P-COM_DT0733 0L.O0MNB 0 0.00MEB 0
[P-COM_D7T0734 D.00MB 0 0.00MB 0
[F-COM_DT0735 0.00ME 0 0.00mMB 0
[P-COM_D707 36 0.00ME 0 0.00MB 0
[P-COM_DT0T7 37 0L.O0NB 0 0.00MB 0
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2.4 Client list

This page allows you to view wireless clients connected to each SSID of the AP and their basic
information, and to block unknown wireless clients. Here, “client” refers to the devices
connected to the AP’s wireless networks.

To access the page, choose Status > Client List.

24 GHz 5 GHz
Clients connected to the 55ID: S5ID: Test_01 v
. Connection  Transmit Receive

D MAC Address IP Address  Client Type Duration Rate Rate Block
1 S4BL2LSa02ds 1921681147 Android 00:10:57 48Mbps 12Mbps ﬂ
2 S0ZB73D0e8:0C 1921681120 Win7¥ 00=09:08 48Mbps S4Mbps ﬂ
3 E4:94:0C6E:20:4% 1921631140 105 00=077:22 JaMbps 24Mbps ﬂ

10 = | imtotal/Page

Parameter description

Parameter Description

Select the SSID from the drop-down list menu to view client information

SSID .
connected to it.
MAC Address It specifies the physical address of the client.
IP Address It specifies the IP address of the client.
It specifies the operating system of the client.
Q- ip
Client Type The AP identities the client type on two conditions:
— The Identity Client Type function is enabled (To enable it, navigate to
Wireless > Advanced Settings).
- The client connected to the AP has accessed an http:// website.
Otherwise, -- is displayed.
Connection Duration It specifies the online time of the client.
Transmit Rate It specifies the real time traffic the client has transmitted.
Receive Rate It specifies the real time traffic the client has received.
Block Click (%) to block the client from accessing the AP’s wireless network.

10
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Parameter Description

To unblock a client, navigate to Wireless > Access Control.

11
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3 Working mode

The AP supports AP mode (default mode) and Client+AP mode. This chapter introduces how
to set the working mode of the AP.

3.1 AP mode (default mode)

3.1.1 Typical network topology

In this mode, the AP connects to the internet in a wired manner, and converts wired network
into wireless network. See the following typical network topology.

Internet

Router g™

1""

PoE
Switch

12
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3.1.2 Getting familiar with AP mode configuration page

To access the configuration page, choose Quick Setup.

Duick Setup \

Radio Band 2L0Hz "
Warklng Mc.d Cllest+ AP
SSED WEIAPV] O-TEST
serurily Made Maie L

Parameter description

Parameter

Radio Band

Working Mode

SSID

Security Mode

Description
It is used to select the radio band for configurations.

It specifies the working modes supported by the device.

- AP mode (default mode): This mode is used to deploy wireless networks by
connecting the AP to the internet in a wired manner.

- Client+AP mode: This mode is used to extend the existing wireless network by
bridging the upstream wireless signals.

Primary Wireless network name of the AP.

[}
/

“Tip

:m:'@'

The 1st SSID on each radio band indicates the primary SSID.

It specifies the security mode you set for your AP’s WiFi network, including None,
WEP, WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK, WPA and WPA2.

See Security Mode for details.

3.1.3 Configuring AP mode

Log in to the web Ul of the AP, and choose Quick Setup to enter the configuration page first.

13
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‘\@" Tip

- By default, the device works in AP mode.

-  The following introduces how to set the device into AP mode on 2.4 GHz band. Configuration on 5

GHz is identical.

- The device supports up to 8 SSIDs on 2.4 GHz band and 4 SSIDs on 5 GHz band. The SSID-related

parameters on this page refer to the first (primary) SSID of the AP.

Before you start:

Ensure that the upstream router has connected to the internet successfully.
Procedure

1. Select 2.4 GHz from the Radio Band drop-down list menu.

2. Set Working Mode to AP.

3. Customize an SSID (wireless network name) in the SSID box, which is IP-COM_WiFi in this

example.
This SSID is also your primary SSID on 2.4 GHz band.

4. Select the security mode from the Security Mode drop-down list menu, which is
WPA2-PSK in this example.

5. Select the Encryption Algorithm, which is AES in this example.
6. Set a WiFi password in the Key box.

7. Click Save to apply your settings.

Administratar: admin

gu lek Satup
Radic Fand 248 GHz * Save
Werking Mode = AT Clhmnt+aP Restors
LD IP-Cokd_\WF
Help
Secunly Mode WPAL-PER v

Encrypbion .:-.|n_:c|' thm = AES CTEIFUTRIPRAES

-—-End

After configuration, you can connect wireless devices to the WiFi network of your AP using

the SSID and WiFi password you set.

14
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3.2 Client+AP mode

3.2.1 Typical network topology

In this mode, the AP extends the existing wireless network by bridging the upstream wireless
signals. See the following typical network topology.

Internet

Router *—“':-

PoE
Switch

AP (in AP mode)

N N
. \!." \5" . \Q‘g \e"f

3.2.2 Getting familiar with Client+AP mode configuration page

To enter the configuration page, set Working Mode to Client+AP. See the following figure.

Dulck Selup |

Fadio Band B 2 AGH T
Wik Blads AP ™ Clignl £ AP
S5
sacurity Blods Maone ¥
FRefrash Scan
m | Canzel

15
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Parameter description

Parameter

Radio Band

Working Mode

SSID

Security Mode

Key

Refresh

Scan/Disable

Description
It is used to select the radio band for configurations.

It specifies the working modes supported by the device.

- AP mode (default mode): This mode is used to deploy wireless networks by
connecting the AP to the internet in a wired manner.

-  Client+AP mode: This mode is used to extend the existing wireless network by
bridging the upstream wireless signals.

It specifies the wireless network name of the upstream wireless network you
selected.

It specifies the security mode adopted by the upstream wireless network you
selected.

See Security Mode for details.
It specifies the WiFi password for the upstream wireless network you selected.
Used to refresh the scan results.

- Scan: Used to scan nearby available wireless networks. The scan results are
displayed on the lower page.

-  Disable: The button only appears after you clicked Scan. It is used to end the
scan operation and collapse the scan result.

3.2.3 Configuring Client+AP mode

Log in to the web Ul of the AP, and choose Quick Setup to enter the configuration page first.

G

“Tip

oo :m@’-

By default, the device works in AP mode.

The following introduces how to set the device into Client+AP mode on 2.4 GHz band. Configuration

on 5 GHz is identical.

- This device does not support dual-band bridging in Client+AP mode. Enabling Client+AP mode on 2.4
GHz band clears Client+AP configuration (if any) on 5 GHz band. And vice versa.

Procedure

1. Select 2.4 GHz from the Radio Band drop-down list menu.

2. Set Working Mode to Client+AP.

3. Click Scan. The nearby available radio signals appear on the lower page.
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If the SSID for bridging is not displayed, check if your upstream wireless network is enabled. If not,
enable it. Then refresh the scan result.

4. Select the WiFi network to bridge, which is IP-COM_Router in this example.

The device detects and auto-fills SSID, Security Mode, Encryption, and Algorithm of the
upstream wireless network for you, except the Key, which requires you to enter
manually.

5. Click Save to apply your settings.

Qudck Setup |

s [ %
Warking Mode () AF & Clispi+ AP
S50 IP-GOM . Rl
sarcqartly MWods _. 7 n.‘.'—?.-:-l.a-ﬁh .5.-'..". P.-‘l.?Pt‘"l- ‘l'._
Encryption Alggrithm & AES I THEP & THIPELAES

KE:J arreree

Click to refresh «—| gemesn msie 7> Click to collapse scan result

scan result. “ Canral

7 .
Channel Signal
Select 551D WAL Add Ch | Security Mode
i Bandwidth SFThE b Strength

Scan |result

1P-COM Router ba-3

---End

After the configuration, devices connected to the AP can access the upstream wireless
network.
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4 Internet settings

4.1 LAN setup

4.1.1 Overview

This section introduces how to:
- Modify the IP address obtaining method of the AP.
- Modify device name.

- Modify negotiation mode.

To access the configuration page, choose Internet Settings > LAN Setup.

LAN Setun |

MAC Address  C8:3A35:D707:30
IP Address Typa Slatc [P T
IP Adcress 182.165.0.254
Subnet Mask 2552552550
Diefauit Gateway 0.0.0.0
Prirmaryg DN4 nodn
Sacandary DNS oogn
Device Mame Access Foint

Ciptimize Ethernst for  ® Faster Speed {Auto Megotiation)

' Longer Distance (10 Mops Full Duglex)

m :Elnﬁ
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Parameter description

Parameter

MAC Address

IP Address Type

IP Address

Subnet Mask

Default Gateway

Primary DNS

Secondary DNS

Device Name

Optimize Ethernet
for

Description
It specifies the MAC address of the AP’s LAN port.

It specifies IP address obtaining method of the AP.

— Static IP (default): You are required to set related parameters manually.

— DHCP (Dynamic IP Address): The AP automatically obtains related parameters
from a DHCP server on your LAN network.

It specifies the LAN IP address (also the login IP address) of the AP. Default:
192.168.0.254.

It specifies the subnet mask of the AP. Default: 255.255.255.0.

It specifies the gateway IP address of the AP.

Generally, enter the LAN IP address of the router which has internet accessibility
into this box.

It specifies the IP address of the primary DNS server of the AP.

If DNS proxy function is supported on your router connected to the internet, you
can set the IP address of the primary DNS server to the LAN IP address of your
router. Otherwise, enter a correct DNS server IP address.

It specifies the IP address of the secondary DNS server of the AP. This parameter is
optional.

It specifies the name of the AP.
]

‘\@,‘ Tip

For later convenient management, you are recommended to modify each AP’s
name.

— Faster Speed (Auto Negotiation): This option features a high data rate but short
transmission distance. Generally, we recommend you select this option.

— Longer Distance (10 Mbps Half Duplex): This option features long transmission
distance but low data rate. Generally, the negotiated speed is 10 Mbps.

'\@" Tip

If the Ethernet cable connecting the Ethernet port of the AP to the peer device is
longer than 100 meters, the Longer Distance mode is recommended. In this case,
ensure that the peer device adopts auto negotiation option.
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4.1.2 Configuring the AP to obtain IP address automatically
(for multiple APs)

To access the configuration page, choose Internet Settings > LAN Setup.

Procedure

1. Select DHCP (Dynamic IP Address) from the IP Address Type drop-down list menu.

The IP address-related parameters dimmed and cannot be configured.

2. Click Save to apply your settings.

AN Satup |

MAC Address CH;3A:35:07:07:30

I[P Address Tyoe DHCP (Dynamac (P ADd *

IF Address 152 168 0254
Stbned Mask FRE 2R 2RED
Default Gateway 0.o.go
Primary DMS 0.0gD
Secondary DMS oo
Dowics Marmn Access Ponl

Dplimize Ethernet for. @ Faster Speed [Auto Megotiation)

Longer Distancs (10 Mops Full Duplex)

---End

To view the new IP address assigned to the AP, go to the upstream DHCP client list.
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4.1.3 Configuring the AP to use static IP address (for few APs)

To access the configuration page, choose Internet Settings > LAN Setup first.

Procedure
1. Select Static IP from the IP Address Type drop-down list menu.

The IP address-related parameters become configurable.
2. Customize required parameters.

3. Click Save to apply your settings.

LAN Setup |

MAC Acdchrmss R385 0TS0

1P Addedroma Typan kb [P L
1P Acddness 1542168 1254
Subnet Mask Ll LR

Defaull Gateway oo
Prirnary Dk naba

Secandery DNE 0400
Dievlce Neme Aecess Paint

Optimize Ethernet for @ Faster Spesd (Auto Megotation)

Langer Diztance (10 Mbps Full Duplex]

---End

After the configuration, if the new IP address of the AP belongs to the same network segment
as the IP address of your management computer, you can log in to the web Ul of the AP
directly using the new IP address. Otherwise, before logging in to the AP’s web Ul using the
new IP address, assign your computer an IP address that belongs to the same network
segment as the new IP address.
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4.2 DHCP server

4.2.1 Overview

The AP supports the DHCP server function to assign IP addresses to devices connected to it.
By default, this function is disabled. After this function enabled, the following page appears.

m Note

If another DHCP server is available in your LAN, ensure that the IP address pool of the AP does not overlap
the IP address pool of that DHCP server. Otherwise, IP address conflicts may occur.

OHCP Sarver HCP Clients |

DHCF Server (}
Start [P Address 162 168 0,100
Ened IP Al rass 152 165.0.200
Surhese] Rk AR 2RE 2EE )
Gateway Addrass 19F 968 01
Prirmary DMS 19216501

secondary DNS

Lezzs Time 1 day T

Parameter description

Parameter Description

It specifies whether or not to enable the DHCP server function of the AP. By default,

DHCP Server it is disabled.

It specifies the start IP address of the DHCP server’s IP address pool. The default

Start [P Address value is 192.168.0.100.

It specifies the end IP address of the DHCP server’s IP address pool. The default
value is 192.168.0.200.

End IP Address

|
’

“Tip

ln@'
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Parameter

Subnet Mask

Gateway Address

Primary DNS

Secondary DNS

Lease Time

Description
The End IP address must be greater than the Start IP address.

It specifies the subnet mask assigned by the DHCP server to devices. The default
value is 255.255.255.0.

It specifies the gateway IP address assigned by the DHCP server to devices.
Generally, it is the LAN IP address of the router connected to the internet. The
default value is 192.168.0.1.

|
’

“Tip

\

)

Only through a gateway can a LAN device access a server or host which is not in the
local network segment. You are recommended to enter a gateway IP address which
can access the internet. Otherwise, the device in the LAN network cannot access
the internet.

It specifies the DNS server address provided by your ISP. If you do not know it,
please consult your ISP.

'\@" Tip

To enable devices to access the internet, set this parameter to a correct DNS server
IP address or DNS proxy IP address.

It specifies the second DNS server address (if any) provided by your ISP. This
parameter is optional, which indicates you can leave it blank if your ISP does not
provide this parameter.

It specifies the validity period of an IP address assigned by the DHCP server to a
device. By default, it is 1 day.

When half of the lease time has elapsed, the device sends a DHCP request to the
DHCP server to renew the lease time. If the request succeeds, the lease time is
extended based on the request. Otherwise, the device sends a request again when
7/8 of the lease time has elapsed. If the request succeeds, the lease time is
extended based on the request. Otherwise, the device must request a new IP
address from the DHCP server after the lease time expires.

You are recommended to retain the default value.

4.2.2 Configuring DHCP server of the AP

To access the configuration page, choose Internet Settings > DHCP Server.

Procedure

1. Enable DHCP Server function.

2. Customize required parameters.
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‘\@' Tip

The End IP Address must be greater than the Start IP Address.

The Start IP Address, End IP Address, and Gateway Address must belong to the same network
segment as that of the LAN IP of the device.

3. Click Save to apply your settings.

DHOP Senver BHCE Clienls |

DHTP e o

Start IP Addresy 192 4881 100

End IF Address 192.164.1.200
Submet Mask 255,265 2550
Gatewsy Address 1a2168.1.1
Primary DMNS 192.188.1.1
Savondary DNS

Lesse Tima - | {day |

1
m f:arl': ”I |

---End

4.2.3 Viewing DHCP clients

To view DHCP clients and their connection information, choose Internet Settings > DHCP
Server, and click the DHCP Clients tab. See the following figure.

THHCP Senver DHCP Clisnts |

Rafrash
DHCP client list
o \l/ Host Mame IP Addrass MALC Address Lease Time
1 Honor % 2bCd9d81ed,., 192168.1.347 54 B1:21;56:62:45 23hrs 57min 53scc

i v I todal/Fage 1 ER]AT]
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5 Wireless

5.1 SSID

5.1.1 Overview

This module enables you to set SSID-related parameters of the AP.

To access the configuration page, choose Wireless > SSID.

Administrator: admin
2.4 GHz 551D Settings 5 GHz S5ID Settings

sSID | IP-COM_BEERES . Save
[nabls @ Epable Deabile Restore

Broadcast 5510 ® Enabln [rsable

Help
Tsplate Chens Enabls ® Diseble
WiiF @ Enable Dizable
Suppress Broadcast Probe Enable ® Disable

Responss
Max. Number of Chanty a3 Range: 1 1o 123)

S5ID P00 _BEE333

Chinese S50 Enending LITF-8 L4

S=cunty Mods Mons v

Parameter description

Parameter Description

SSID Select one SSID from the drop-down list menu.
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Parameter Description
L
‘\@‘ Tip
The AP allows you to enable 8 SSIDs on 2.4 GHz band, and 4 SSIDs on 5 GHz band.
Enable Used to enable or disable the wireless network you selected.

Broadcast SSID

Isolate Client

WMF

Suppress Broadcast
Probe Response

Max. Number of
Clients

Chinese SSID
Encoding

- Enable: Nearby wireless clients can detect the SSID.

-  Disable: Nearby wireless clients cannot detect the SSID, and you need to enter
the SSID manually on the wireless client to access the wireless network.

This parameter implements a function similar to the VLAN function for wired
networks. It isolates the wireless devices connected to the same WiFi network, so
that the wireless devices can access only the wired network connected to the AP.
You can apply this function to hotspot setup in public spaces, such as hotels and
airports to improve network security.

The number of wireless devices keeps increasing currently, but wired and wireless
bandwidth resources are limited. Therefore, the multicast technology, which
enables single-point data transmission and multi-point data reception, has been
widely used in networks in order to reduce bandwidth requirements and prevent
network congestion.

Nevertheless, if a large number of devices are connected to a wireless interface of a
WiFi network and multicast data is intended for only one of the devices, the data is
still sent to all the devices, which increases unnecessary wireless resource usage
and may lead to wireless channel congestion. In addition, multicast stream
forwarding over an 802.11 network is not secure, either.

The WMF function of the AP converts multicast traffic into unicast traffic and
forwards the traffic to the multicast traffic destination in the WiFi network, helping
save wireless resources, ensuring reliable transmission, and reducing delays.

If enabled, this device does not respond to the requests without an SSID, saving
wireless resources.

This parameter specifies the maximum number of devices that can connect to the
WiFi network corresponding to an SSID. If the number is reached, the WiFi network
rejects new connection requests from devices. This limit helps balance load among
SSIDs.

'\@" Tip

The AP supports 128 clients at most. That is to say, clients connected to all the

enabled wireless networks of the AP cannot exceed 128. If you enable multiple
SSIDs, plan your maximum number of clients to each SSID first.

It specifies the character encoding format.
Available options include GB2312 and UTF-8.

26



Ceiling AP Series
User Guide

Parameter Description

'\@" Tip

A proper encoding format lets the SSID containing Chinese characters be displayed
normally across devices.

It specifies the security modes supported by the AP, including:

- None: This wireless network is open. The security level is the lowest.

- WEP: Wired Equivalent Privacy. The security level is very low.

- WPA-PSK, WPA2-PSK, and Mixed WPA/WPA2-PSK: Applicable to most
scenarios.

- WPA and WPA2: This mode provides highest security level. It use 802.1 x
RADUIS to encrypt and is applicable to enterprises.

Security Mode

)
G

“Tip

\

)

See Security Mode for details.

Security Mode

A WiFi network uses radio open to the public as its data transmission medium. If the WiFi
network is not protected by necessary measures, any device can connect to the network to
access unprotected data over the network or the resources of the network. To ensure
communication security, transmission links of WiFi network must be encrypted.

The AP supports various security modes for network encryption, including None, WEP,
WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK, and WPA/WPA2.

®  None

It indicates that any wireless device can connect to the WiFi network. This option is not
recommended because it leads to network insecurity.

= WEP

It uses a static key to encrypt all exchanged data, and ensures that a WLAN has the same level
of security as a wired LAN. However, data encrypted based on WEP can be easily cracked. In
addition, WEP supports a maximum WiFi network throughput of only 54 Mbps. Therefore,
this security mode is not recommended.

= WPA-PSK, WPA2-PSK, and Mixed WPA/WPA2-PSK

They belong to pre-shared key or personal key modes, where Mixed WPA/WPA2-PSK supports
both WPA-PSK and WPA2-PSK.

WPA-PSK, WPA2-PSK, and Mixed WPA/WPA2-PSK adopt a pre-shared key for authentication,
while the AP generates another key for data encryption. This prevents the vulnerability
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caused by static WEP keys, and makes the three security modes suitable for ensuring security
of home WiFi networks. Nevertheless, because the initial pre-shared key for authentication is
manually set and all devices use the same key to connect to the same AP, the key may be
disclosed unexpectedly. This makes the security modes not suitable for scenarios where high
security is required.

=  WPA and WPA2

To address the key management weakness of WPA-PSK and WPA2-PSK, the WiFi Alliance puts
forward WPA and WPA2, which use 802.1x to authenticate devices and generate data
encryption—oriented root keys. WPA and WPA2 use the root keys to replace the pre-shared
keys that set manually, but adopt the same encryption process as WPA-PSK and WPA2-PSK.

WPA and WPA2 uses 802.1x to authenticate devices and the login information of a device is
managed by the device. This effectively reduces the probability of information leakage. In
addition, each time a device connects to an AP that adopts the WPA or WPA2 security mode,
the RADIUS server generates a data encryption key and assigns it to the device, which makes
it difficult for attackers to obtain the key. These features of WPA and WPA2 security modes
help increase network security significantly, making WPA and WPA2 the preferred security
modes of WiFi networks that require high security.

5.1.2 Modifying SSID-related parameters

To enter the configuration page, choose Wireless > SSID first.

Procedure

|
’

“Tip

The following takes configuration on 2.4 GHz band for example. Configuration on 5 GHz is identical.

vt lIII@

The following introduces how to modify parameters on this page. Modify them based on your actual
requirements.

1. Select the SSID from the SSID drop-down list menu.
2. Set Status to Enable.

3. (Optional) Enable Broadcast SSID, Isolate Client, Isolate SSID, WMF, and modify the
number of client that can connect to this specific SSID in the Max. Number of Clients box.
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- The AP supports 128 clients at most. That is to say, clients connected to all the enabled
wireless networks of the AP cannot exceed 128. If you enable multiple SSIDs, plan your
maximum number of clients to each SSID first.

- The AP allows you to enable 8 SSIDs on 2.4 GHz band, and 4 SSIDs on 5 GHz.

4. (Optional) Customize SSID and security-related parameters as required.

- SSID: Modify the default one if necessary.

- Chinese SSID Encoding: A proper encoding format lets the SSID containing Chinese
characters be displayed normally across devices.

- Security Mode: Choose a security mode and configure related parameters.

5. Click Save to apply your settings.

24 GHz 5 GHz |

SSID | Test g1 r|
Status @ Epnable Disable
Broadcast 55I0 @ Enakle Diszbie
lscalale Client Enable o [Humlde
Tscilate S5ID Enakile & Disabie
WiF Enabie ® Disabbe
hefae Number of Clients 43 Range: 1 1o 128
SaID Test &1
Chinase 5510 Encoding LUTF-5 L

Security Mode

Mized VIAPIWPAZ-PSK |

Encryption Algorithm @ AES TEIP TEIFBLAES
Bey | ssassens
Wy Updabe Imtenval i econd (Rar 155 0 indiat upgrade
Save Carcel

---End
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5.1.3 Example of configuring a WiFi network encrypted by
WPA or WPA2

Network topology

&

Router e
PoE ,
switch 0

RADIUS server

AP IP: IP: 192.168.0.200
192.168.0.254
\
SSID: hot_spot
N e =

Configuration description

Configuring a WiFi network encrypted by WPA or WPA2 involves operations across various devices.
This guide will walk you through the configuration step by step.

The following table summarizes the overall steps. Get yourself familiar with the whole process
before you start.

Step Task Description

Select the SSID you want to implement the RADIUS authentication,
1 Configure the AP. and enable it. Modify the SSID as required. Then set the security
mode to WPA2 and enter the RADISU server-related parameters.

2 Create RADIUS client. Create a RADIUS client first, and then create a remote access policy.
Configure wireless

3 network information on
the wireless client.

Add the wireless network enabled with WPA or WPA2 of the AP
manually, and configure its security settings.
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Procedure

1. Configure the AP.

G

“Tip

nn@'-

In this case, we assume that you have installed and configured a RADIUS server in your company,
and have obtained the following information:

- RADIUS Server: IP address or domain name of the RADIUS server, which is 192.168.0.200 in
this example.

- RADIUS Port: Port number used for authentication, which is 1812 in this example
- RADIUS Password: Password used for authentication which is 12345678 in this example.

(1) Select an SSID from the SSID drop-down list menu, and set the Status to Enable.
(2) Modify the SSID to hot_spot.

(3) Select WPA2 from the Security Mode drop-down list menu. The RADIUS-related
parameters appear.

(4) Enter your RADIUS Server, RADIUS Port, and RADIUS Password. Parameters on the
following figure are only for examples.

(5) Set Encryption Algorithm to AES.
(6) Click Save to apply your settings.

31



Ceiling AP Series
User Guide

SSID | TestO? "

Statuz @ Enable » [Hzable

Broadcast S5I0 Enabie = Disable

leclate Clierit ) Enable @ Dizable
[aofate SSI0 Errakie = Dzahie
WhF Enatble ™ Dizable
Kak, Mumber of Clients 45 Range: 110 178)
S50 hol_spol
Chinase 551D Encoding | LUTF-& v |
Security Mode | WPA2 v

RADIUS Server 1921658 0200

RADIUS Port 1512 {Ramge: 1025 10 65535, Defsult 1812
RADIUS Key Py
Encryption Algorithm @ AES ) TKIR | TKIPRAES
Key Update Intarval a Second (Range: 60 to 999599, 0 indizates no upgrade;

2. Configure RADIUS client (Example: Windows 2003)
(1) Configure a RADIUS client.

In the Computer Management dialog box, double-click Internet Authentication
Service, right-click RADIUS Clients, and choose New RADIUS Client.
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22 Inteinet Authentication Seivice

Thene a1 no iierns o sthom in this wiss

Enter a RADIUS client name (device name of the AP is recommended) and the IP
address of the AP, and click Next.

New RADIUS Chent S

33



Ceiling AP Series
User Guide

Enter 12345678 in the Shared secret and Confirm shared secret text boxes, and
click Finish.

Miew RADIUS Client

(2) Configure a remote access policy.

Right-click Remote Access Policies and choose New Remote Access Policy.

25 Conniciions 1o Micsconk Flaing and Remota & 1
i Connections to ofer access sevin 2
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In the New Remote Access Policy Wizard dialog box that appears, click Next.

Fie oy Wizard E |
Tl = Welcome to the New Remote [ e
- Pyrre— Access Policy Wizard e 1__
2 raDN \
) Remo This vazand belps: pou sat up & semole sGoess pobcy.
% Remo winch it & pel of cordiions that debesmne which
cornechon requashs ans granbsd access by bas server.
[ Conrg
To contiue, chick Mex
cfect | | Hed> Carcel |
........ I SE——— — -
[ [ [
E.!sﬁ |3 & |[9> Internet Authenticati | 2. dnsmomt - DNSWINZ00. | @& 2:m

Enter a policy name and click Next.

Mew Remaote Access Policy Wizard

Policy Configuration Method
The vazard can create a typical policy, or bou can create a custorn policy

Heww do pals want o el up this policy?
% Lsa the wizard to 2at up 2 bpical palioy for & common scanans

" Setup a custom paley

Typ= a name that dezceibes this policy.

Policy rame: rool
Ezample: Autheniicate all VPN connections

« Back I Hewt 5 || Cancel
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Select Ethernet and click Next.

New Remote Access Policy Wizard

Access Method
Policy conditions are based on the method used to gain access to the network,

Select Group and click Add.
New Remote Access Policy Wizard

User or Group Access ) »
You can grant access o individual users. of you can grank access to selected

group:.
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Enter 802.1x in the Enter the object names to select text box, click Check Names,
and click OK.

.' t Groups

Select Protected EAP (PEAP) and click Next.

lew Remote Access Policy Wizard

Authentication Methods R
EAP uses different types of security devices to authenticate users.
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Click Finish. The remote access policy is created.

Mew Remote Access Policy Wizard i ? i Ei

Completing the New Remote
Access Policy Wizard

rou have successfully completed the Mew Remole Access
Palicy Wizard, vou created the folowsng policy:

roaot

Condtione:
MAS-Poit-Type matches "Etharmet" AMD
Windows-Groups melches "COMBAGDZ.1x"
Autherticatiors EAP[Pratected EAF [PEAF])

Encivplion: Basic, Strong, Stronges, Mo encryplion

To cloge thiz wizard, click Finizh

< Back

Carncel i

Right-click root and choose Properties. Select Grant remote access permission,
select NAS-Port-Type matches "Ethernet" AND, and click Edit.
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Settings I

Specify the conditions that connection requests must match.

-0 ype matches "Ethernet” ARND
Windowz-Groups matches "COMBAWGDZ 1"

Add... || Remave |

If connection requests match the conditions zpecified in thiz policy, the
azzociated profile will be applied to the connection.

Edit Prafile... |

Unlesz individual acceszs permizzions are zpecified in the uzer profile, this
policy controls access o the network.

If a connection request matches the specified condibions:
™ Deny remote access permission

% [Grant remote access permission

Ok, I Cancel Apply

Select Wireless — Other, click Add, and click OK.

NAS-Port-Type HE
Available types: Selected bypes:
Fl&FS - Add 5 Ethernet
SD5L - Spmmetric D510 —_— | Wireless - IEEE 802,11
Sy [T1 Line) << Bemove |
Token Ring

wirtual (VPR

My

%75
#D5L - Digital Subscr

-

| 3 2

KN —
Caticel |

Click Edit Dial-in Profile, click the Authentication tab, configure settings as shown
in the following figure, and click OK.
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Edit Dial-in Profile

When a message appears, click No.

(3) Configure user information.

Create a user and add the user to group 802.1x.
---End
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3. Configure wireless settings on the wireless client (Example: Windows 7)

Choose Start > Control Panel, click Network and Internet, click Network and Sharing Center,
and click Manage wireless networks.

[ = T
| = = = B 5 - !
ﬁl.‘_‘fw!:: ¥ Cortal 2eeel ¢ hetoocband Ieernet b Netoodoand Bradng Certer = |'-| || mret potra! Poree yay
Captol 2aral Home- o ] A : ﬂ
e o basii stk Infarmuttion drd el up otneclions
fulerage worsdmes peinorke * }’ ¢ ‘ ] =2t lul map
|
Chiingu ddbpter scthiig ATMEL-PT Hiramgi 4 Tntemrst
Change sdvancad shermig {THis compai]
[E%

Feliresn Wigr your ack e pabvade ks coeniil or dissoren

l* Matwark 4 Brouw lype Pl Inlurmul e s

= ders netwans Conesp e § Lo Ama Crinnge i
Cherge vour nebanrking sattings

SRR Tl i s e e i i

= g up = warcless, ooadoerd, diE-up, o koo of VPN connection: orset oo a reuksr o access paint

‘-5. Connpct o § rethuntdh

Cemman ! o el e wowwidees, sl chailoogy, pe W28 ik comrainm
F! Crooze hemegroup 2nc sharing ootions
Acceny filss ano preters lncabed nn other nereccr computer, nrchsecs shereg sethege
, E Frowbdesnoot proviema
N aliil ‘
6 i Ciagnose and ressir neswore proosamms, or ger oussshoobrg infoomation,
nmelroup

[ilerrl Cgstinng
‘Windows Tirawal
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Click Add.

(= O =

(50 % ol b Contea Davel b Hemaars and itgenet b Mafge Weels Neorks - [ #r || ek encge wickns ntions |

KManage wirshess networks that use [Wireless Metwerk Cannection)

“Wreones Erizs to correct bo bhiese networcs mthe order listed el

Add | Acdapher propeies  Profile types Meswnrk and Sharing Cemier ‘

I. ! I henvs

Click Manually create a network profile.

Hows dnyou want b add 3 netenrk?

Manually croste a nenwark prafilo

© |75 crEzher 3 nisws Peaorc prafile o ICEbe AN mamting et Bk nd saves ¢ potle
Tt TN Pl O o CaIr Pt Yo 2 Lo e B nebedik name [R50 ane
swsunizy by GF aprptisabil. WIS AT '

&  Croate anad hoo nenweik
|75 Creehes o bermpaneny Pelwaic bor shanng fies of andzmet cannzcbon

42



Ceiling AP Series
User Guide

Enter WiFi network information, select Connect even if the network is not broadcasting, and
click Next.

Enter information for the wireless network you want to add

Metwsark narne:

hat_ipot

ey bype | WP-Enterprise -|/[same as the security
Encryption byae: [AES. -] |mode of the SSID of the
Securiby Mey | Alpl—:iae characters

(] Start this conaecton autormatically

I (W] Comnect even i the neteatk i3 notbroadoasting I
Mg IFyae select T apton, your computer’s privacy reight be ot riss,

| .

Click Change connection settings.

=

@ 2 Kanuelby commecs 1o 8 winsess retwors

Successfully added haot_spot

# Chamge connection settings
Open tre correction properties oo brat | can change the settings,
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Click the Security tab, select Microsoft: Protected EAP (PEAP), and click Settings.

Connection|| Security |

Security bype: |1#PA2-Enterprise -

Encryption bype: [.ﬁ.ES "]

Choose a network, austhenkication reethod:
[[Mcrasoft: Protected Eap (EA2) ~ || sewngs |

Remermber my credenkials For this connection each
tirie I'm logged an

Advanced sattings

ok || caneel
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Deselect Validate server certificate and click Configure.

EEtoriect to e sarvr;

Trusted Raok C2rlificstian Sutharkies:
|17 2dtimode CyberTrust ook -
[7] lass 1 Puble Primary Certifcahon Subhorsy
[7] =nbasion Roat Ca
[™] miorosoft Rock &atharty
7] Mierasell Rack Caitficate Aulharly
|1 Microsoft Root Cartfcate dutharky 2011
D Thawte Tmeskamping C& -
| L ([} 3

|| Do ot prompt wser to sotharize rew s=rvecs ar brusked
cartification acthories,

Selert Bithentication Methad:

e — |

[ Enable Fast Pacannect

I~ lErfares Eel:m;rk S psss Probechon

[ Descormesct IF sarvar does ot prasent coyphakindng TLY
| iEnable Identhy Frivacy. | N o

[ oo || consl

Deselect Automatically use my Windows logon name and password (and domain if any) and
click OK.

= —
e

‘wihen cernscling:

F Aoy wee inp Wi ogan nare ard
pasmiond |and domsin £ =ny|

s
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Click Advanced settings.

| Coaracian | S=siby

Seourky fype WRAZErtapnss i |
Encyptianiyper  dgs: al

Chpode 2 netwark suthartizaton method:

[1roscets rotecceneap eaiy =] [ Setonas |

| Bemembear my credentiak For ths cornsdion-each
nme I'miogoed on

ok || cenem |

Select User or computer authentication and click OK.

B0E. 14 s=tbrgs LB0Z, 11 satbings.

V] Specfy autharbication moda:

\ser g computar authenfication = S0 cradantiak

| Db crecentids far dllussrs

TlEnzbie siagle sian o for this reseor:

& Perforim bmediaaly befors user fogon
Perform mmedatehy after usecingen

HMaiimiam cele [seconos) 10 !—':l

| Mo add tiona dizlogs bo e deplaved daing sngle
SEJ0 0N

| TR sk wiark us=g separabs wrteal LANE Far machine
and usar suherfication
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Click Close.

- .=

@ 21! Kanuelly cormect to 8 windess networks

Successtully added hot_spot

# Change connection sctings

Open the sonrectior propertes s that 1 cor change bhe setting=

[ lesz |

---End

Verification

Click the network icon in the lower-right corner of the desktop and choose the WiFi network
of the AP, which is hot_spot in this example.

-+
Cumenihy cemnerted o

Metlwork 4 = |
Internel aroess

Wirslass henvesdr Canmactian

Fat_spat -jﬂ
|#] Ceaneit avdnrmatizaly

Open Mebsark and Sharing Cepder

CH

sl i B2 A

In the Windows Security dialog box that appears, enter the user name and password set on
the RADIUS server and click OK.
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Metwark Authentication
Plesse enber user credentsls

[ ok [ coneat |
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5.2 RF settings

5.2.1 Overview

RF (Radio Frequency) settings allow you to configure advanced settings about the AP, such as
channel, power, short Gl etc.

To enter the configuration page, choose Wireless > RF Settings.

24 GHr 5 GHz

Wiralsss Metwork (}

Country/Region China T
Matiwork Mode 1big'n W
Chaningd Aila v [

Channel Bandwldtn 20MHz v
Lack Channsd o

Transmit Poveer

Lock Power ¥

Progmble @ [ong Preamblo Shiort Predamblo
Shart GI @ Enable Dlzahle
Suppress Broadeast Probe ' Enable ® Lisabie
Fors poansg
Sawe Cancel

Parameter description

Parameter Description
Wireless Network It specifies whether to enable the radio function of the AP.

It specifies the country or region where the AP is used.

Country/Region |z|/ Mote

It is the installer’s responsibility to comply with channel regulations of the country
or region.
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Parameter

Network Mode

Channel

Channel Bandwidth

Extension Channel

Lock Channel

Transmit Power

Lock Power

Preamble

Short Gl

Suppress Broadcast
Probe Response

Description

It specifies the wireless network mode (also called 802.11 mode, radio mode, or
wireless mode) of the AP. A proper network mode enables the clients to get the
maximum transfer rate and compatibility.

Available options for 2.4 GHz band: 11b, 11g, 11b/g, and 11b/g/n (default).
Available options for 5 GHz band: 11a, 11ac (default), and 11a/n mixed.

You are recommended to keep the default settings.

It specifies the operating channel of the AP. To configure this parameter, deselect
Lock Channel.

Auto indicates that this device automatically changes to a channel rarely used in the

ambient environment to prevent interference.

It specifies the wireless channel bandwidth of the AP.

Available options for 2.4 GHz band: 20MHz (default), 40MHz, and 20/40MHz.
Available options for 5 GHz band: 20MHz, 40MHz, and 80 MHz (default).

It specifies the wireless extension channel of the AP.
Available only when Channel Bandwidth is set to 40MHz, and 20/40MHz on 2.4
GHz band.

If selected, Country/Region, Network Mode, and channel-related parameters
(including Channel Bandwidth and Extension Channel) become dim and cannot be
modified. By default, it is selected.

Transmit power of this device.

A higher value leads to wider WiFi coverage. However, decreasing the value
properly increases performance and security of the wireless network.

To adjust it, deselect Lock Power first.

If selected, the Transmit Power cannot be adjusted.
By default, it is selected.
It specifies a group of bits located at the beginning of a packet, according to which

the receiver of the packet can perform synchronization and prepare for receiving
data.

By default, the Long Preamble option is selected for compatibility with old network
adopters installed on wireless devices.
Short guard interval for preventing data block interference.

Propagation delays may occur on the receiver side due to factors such as multipath
wireless signal transmission. If a data block is transmitted at an overly high speed, it
may interfere with the previous data block. The short Gl helps prevent such
interference. Enabling the short Gl can yield a 10% improvement in wireless data
throughput.

Whether or not to suppress the broadcast probe response.

If enabled, this device does not respond to the requests without an SSID, saving
wireless resources.
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5.2.2 Configuring RF settings

To enter the configuration page, choose Wireless > RF Settings first.

By default, dimmed parameters, including channel-related parameters and transmit power

cannot be modified or adjusted. To modify or adjust these parameters, you need to deselect
Lock Channel and/or Lock Power first.

Modify or adjust these parameters according to your actual requirement.

51



Ceiling AP Series
User Guide

5.3 RF optimization

5.3.1 Overview

The AP allows you to configure advanced settings about radio frequency to optimize the AP
performance. Please modify these parameters under the professional guidance.

To enter the configuration page, choose Wireless > RF Settings.

24 GHz ﬂ
Beacon Interval 100 mis (Range: 40 to 999, Default 100
Fragment Threshold 2346 (Range: 256 to 2346, Default: 234¢
RTS Threshold | 2347 Hange: 1 to 2347, Default 2347)
DTIM Interval 1 Range: 1 to 255, Default; 1
RS51 Threshold -80 iBm (Rangs: -90 to -60. Default: -390
Signal Transmission '@ Coverage-oriented | Capacity-oriented
Ajr Interfaca Scheduling @ Enable Dizable
Anti-interference Mode | 3 n:'SI:J!?Eres.s critical inter "' Rangs: 0 ta 3. Defaull
APSD Enable  ® Disable
Client Timeout Interval | 10min ¥
Mandstory Rate #1200 55006009 1100120 11800 24003611481054 s
Optional Rate #1#A2# 5.5 6F0FE11#A12W 18 24 36489 54 @A

Parameter description

Parameter Description

It specifies the interval for transmitting the Beacon frame.

The Beacon frame is transmitted at the specified interval to announce the presence

Beacon Interval of a wireless network. Generally, a smaller interval enables wireless devices to
connect to the AP more quickly, while a larger interval ensures higher data
transmission speed for the AP.
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Parameter

Fragment Threshold

RTS Threshold

Signal Transmission

DTIM Interval

RSSI Threshold

Prioritize 5 GHz

Description

It specifies the threshold of a fragment. Unit: byte.

Fragmenting is a process that divides a frame into several fragments, which are
transmitted and acknowledged separately. If the size of a frame exceeds this
threshold, the frame is fragmented.

In an environment of high error rate, you can reduce the threshold to enable the AP
to resend only the fragments that have not been sent successfully, so as to increase
the frame throughput.

In an environment without interference, you can increase the threshold to reduce
the number of acknowledgement times, so as to increase the frame throughput.

It specifies the frame length threshold for triggering the RTS/CTS mechanism. Unit:
byte.

If a frame exceeds this threshold, the RTS/CTS mechanism is triggered to reduce
conflicts.

Set the RTS threshold based on the actual situation. An excessively small value
increases the RTS frame transmission frequency and bandwidth requirement. A
higher RTS frame transmission frequency enables a WiFi network to recover from
conflicts quicker. For a WiFi network with high user density, you can reduce this
threshold for reducing conflicts. The RTS mechanism requires some network
bandwidth. Therefore, it is triggered only when frames exceed this threshold.

- Coverage-oriented: This mode broadens WiFi coverage of APs, and is usually
used in scenarios deployed with fewer APs, such as offices, warehouses, and
hospitals.

- Capacity-oriented: This mode effectively decreases mutual interference
among APs, and is usually used in scenarios deployed with massive APs, such
as conferences, exhibition halls, banquet halls, stadiums, classrooms of
higher-education institutes, airports and so on.

It specifies the interval for transmitting the Delivery Traffic Indication Message
(DTIM) frame. Unit: Beacon.

A countdown starts from this value. The AP transmits broadcast and multicast
frames in its cache only when the countdown reaches zero.

For example, if DTIM Interval is set to 1, the AP transmits all cached frames after
each beacon frame is transmitted.

Set a minimum strength of received signals acceptable to the AP. If the strength of
the signals transmitted by a wireless device is weaker than this threshold, the
wireless device cannot connect to the AP.

If there are multiple APs, an appropriate RSSI Threshold ensures that wireless
devices can connect to the AP’ WiFi networks with strong signals.

If enabled, devices that support 5 GHz band choose to connect the AP’s 5 GHz WiFi
network first. Otherwise, they randomly connect to 2.4GHz or 5 GHz WiFi network.
This option is available on the 5 GHz configuration page.

G

“Tip

lIII:'E:D’-

The default RSSI threshold to enable this function is -80 dBm. You can adjust the
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Parameter

Prioritize 5 GHz
Threshold

Air Interface
Scheduling

Anti-interference
Mode

APSD

MU-MIMO

Client Timeout
Interval

Mandatory Rate

Optional Rate

m Note

Description

threshold by customizing the Prioritize 5 GHz Threshold parameter.

It specifies the RSSI threshold value to trigger the Prioritize 5 GHz function. The
default value is -80 dBm.

You are recommended to keep the default settings.

It specifies whether to enable the air interface scheduling function.

This function allows all clients to transmit data for the same duration. If a client
transmits data at a low speed and does not finish data transmission within the
duration, it can continue transmitting data only in its next data transmission
duration. This prevents some slow clients from occupying excessive airtime
resources, so as to improve the overall AP efficiency and effectively ensure AP
connections for a larger number of clients and greater throughputs.

Select an interference mitigation mode for your AP.

Available options include: 0 (Disable), 1 (Suppress weak interference), 2 (Suppress
moderate interference), and 3 (Suppress critical interference).

Automatic Power Save Delivery.

APSD is a WMM power saving protocol created by Wi-Fi Alliance. Enabling APSD
helps reduce power consumption. By default, this mode is disabled.

Multi-User Multiple-Input Multiple-Output.

If enabled, AP can communicate with multiple users concurrently, avoiding WiFi
network congestion and improving communication. This option is available on the 5
GHz configuration page.

It specifies the maximum period before a WiFi client is disconnected from the AP if
the client exchanges no data with the AP. When data is exchanged within the
period, countdown stops.

It specifies the basic rate sets for normal operation of the AP. The clients can
connect to the AP only when they meet the basic rate required by the AP.

You can adjust the mandatory rates to deny clients with low rate to improve user
experience.

It specifies the additional speed sets supported by the AP. The clients meeting the
basic requirement can connect to the AP with higher rate.

You can adjust the optional rates to deny clients with low rate to improve user
experience.

5.3.2 Modifying radio optimization settings

You are strongly recommended to modify the settings only with professional guidance to prevent degrading

wireless performance.

To enter the configuration page, choose Wireless > RF Optimization first.
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‘\@" Tip

The following takes configuration on 2.4 GHz band for example. Configuration on 5 GHz is identical.

Procedure

1. Locate and modify the parameters as required.

2. Click Save to apply your settings.

——End

55



Ceiling AP Series
User Guide

5.4 Frequency analysis

This section introduces how to evaluate signal interference in ambient environment. You can
use the analysis result to help you configure the AP for best performance.

This module consists of Frequency Analysis and Channel Scan. Click the corresponding tab to
enter the page.

2.4 GHz Frequency Analysis 5 GHz Fr-:*qumrz Annlxqia 2.4 GHz Channel Scan 5 GHz Channel Scan

Scan

5.4.1 Viewing frequency analysis

From the intuitive result, you can read how many wireless networks (total SSID) use the same
channel. See the following figure.

24 GHz Frequency Analysis 5 GHz Freguency Analysis 2.4 GHz Charmel Scan 5 GHz Channel Scan

Scan () Becean
Channel 1 2 3 4 5 i 7 B | k] i} 11 12 13
Total £5I0: 24 2 2 & 3 20 B 4 | G | ] 22 a 3

Channel Usage (F0s)

-\@/-Tip

Color-code explanation:
MRed: High channel usage. The channel is not recommended to use.
Yellow: Moderate channel usage.

B Green: Low channel usage. The channel is recommended to use.

5.4.2 Excuting channel scan

The scan result list presents you with information about nearby wireless network, including
SSID, MAC address, channel, channel bandwidth, security mode, and signal strength. See the
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following figure.

24 GHz Frequency Analysis 3 GHz Frequency Analysis 2.4 GHz Channel Scan 3 GHz Channel 5¢an

Scan () Rescan

Channel Signal
0] 551D MAC Address Channel Security Made
Bandwidth ity Strength
Mixed WPAWPAZ-
1 IP-COM_Router D8:32:14:4C:CB:T1 20MHz 11 e ; S:M Al 1548

TN
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5.5 WMM

5.5.1 Overview

WMM is a wireless QoS protocol used to ensure that packets with high priorities are
transmitted first. This ensures better experience of voice and video service over WiFi
networks.

WMM involves the following terms:

- Enhanced Distributed Channel Access (EDCA): It is a channel competition
mechanism to ensure that packets with higher priorities are assigned more
bandwidth and transmitted earlier.

- Access Category (AC): The WMM mechanism divides WLAN traffic by priority in
descending order into the AC-VO (voice stream), AC-VI (video stream), AC-BE (best
effort), and AC-BK (background) access categories. The access categories use
gueues with different priorities to send packets. The WMM mechanism ensures that
packets in queues with higher priorities have more opportunities to access
channels.

According to the 802.11 protocol family, all devices listen on a channel before using the
channel to send data. If the channel stays idle for or longer than a specified period, the
devices wait a random backoff period within the contention window. The device whose
backoff period expires first can use the channel. The 802.11 protocol family applies the same
backoff period and contention window to all devices across a network to ensure that the
devices have the same channel contention opportunity.

m  ACK Policies

WMM specifies the Normal ACK and No ACK policies.

- According to the No ACK policy, no ACK packet is used during wireless packet
transmission to acknowledge packet reception. This policy is applicable to scenarios
where interference is mild and can effectively improve transmission efficiency. In
case of strong interference, lost packets are not sent again if this policy is adopted.
This leads a higher packet loss rate and reduces the overall performance.

- According to the Normal ACK policy, each time a receiver receives a packet, it sends
back an ACK packet to acknowledge packet reception.

®  EDCA Parameters

802.11 networks offer wireless access services based on the Carrier Sense Multiple Access
with Collision Avoidance (CSMA/CA) channel competition mechanism, which allows all
wireless devices to fairly compete for channels. All the services implemented over WiFi
networks share the same channel competition parameters. Nevertheless, different services
usually have different requirements for bandwidth, delay, and jitter. This requires wireless
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networks to offer accessibility based on the services implemented over the networks.

WMM changes the contention mechanism of 802.11 networks by dividing packets into four
ACs, among which the ACs with higher priorities have more opportunities to access channels.
The ACs help achieve different service levels.

WMM assigns each AC a set of EDCA parameters for channel contention, including:

- Arbitration Inter Frame Spacing Number (AIFSN): Different from the fixed
distributed inter-frame spacing (DIFS) specified in the 802.11 protocol family, AIFSN
varies across ACs. A greater AIFSN indicates a longer backoff period. See AIFS in the
following figure.

- Contention window minimum (CWmin) and contention window maximum (CWmax)
specify the average backoff period. The period increases along with these two
values. See the backoff slots in the following figure.

- Transmission Opportunity (TXOP): It specifies the maximum channel use duration
after successful channel contention. The duration increases along with this value.
The value 0 indicates that a device can send only one packet through a channel after
winning contention for the channel.

VWM assigns different channel competition parameters to each AC.
AIFSAC-BK]

o4 s 5 F
/ Elal::kl:lff aln’cs //

AIFS[AC-BE]

s 55
H Elal::kuff aln’ns
AIFSHAC-VI] A
ﬂ Elal::kuff alots. /

AIFS[AC-VO]
qﬂ/l Elal::kuﬂ' ﬂll:lts

DIFg Contention Window
- >

v Fa Fa Fa
iy Busy Medium Eﬂﬂkﬂfﬂ'W Aem Frame
i i i

The AP offers 3 options for WMM optimization. You can choose the scenario-based (1 — 10
users, or over 10 users) option and let the AP helps you optimize WMM automatically. Or you
can choose Custom to configure the parameters yourself to meet your very specific
requirement.
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5.5.2 Configuring scenario-based WMM settings

Select either of the two and let the AP helps you optimize WMM automatically.

To enter the configuration page, choose Wireless > WMM.

WM Optimization Optimized for scenario with 1 - 10 users

Optimized tor scenario with more than 10 wsers

According to your actual situations, select Optimized for scenario with 1 - 10 users or

Optimized for scenario with more than 10 users, and click Save to apply your settings.
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5.5.3 Configuring WMM settings manually

Configure the parameters yourself to meet your very specific requirement.

Tick Custom, the following page appears. Customize the related parameters and click Save to
apply your settings.

24GHz 5 GHz
WMM Optimization = Optimized for scenario with 1 - 10 users
Cptimized for scenario with more than 10 users
% Custom
NoACK O

EDCA AP Parameter

CWWimin A rmax AIFEM TXOP Limit
: | | B ; |
‘ | ks | f b |
Ac B 1 1 oos |
AC_NO . 7 [| 3 [| I 1504 |
EDCA 5TA Parameter

COWran CW mane AlFSM TXOP Limit
AC_BE b || o || B b |
AC_BK i [| o [| F |
AV B [| & [| B Fi005 |
AcvO P IS || P fts04 |

m Cancel |

Parameter description

Parameter Description
No ACK See ACK Policies.
EDCA AP Parameter See EDCA Parameters.

EDCA STA Parameter See EDCA Parameters.
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5.6 Access control

This module allows you to configure MAC address-based wireless access control rules.

5.6.1 Overview

To enter the configuration page, choose Wireless > Access Control. By default, this function is
disabled.

24 aHz 5 GHz

SSID | Test |

Access Control

Moo e Blackilst Wihitalist
WAL Address Frommiat: 308600 000000030 P Ad Tning Deviees
D MAC Address Status Operation
MNo data

Parameter description

Parameter Description
SSID It specifies the SSID on which the MAC address access control is implemented.
Access Control It specifies whether or not to enable this function.

- Blacklist: Clients with MAC addresses on the access control list cannot access

the wireless network of AP.
Mode

- Whitelist: Client with MAC addresses on the access control list can access the
wireless network of AP.
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5.6.2 Configuring access control

To enter the configuration page, choose Wireless > Access Control first.

'\@" Tip

- Before configuration, obtain and note down the MAC address(es) of the target device(s).

- The following introduces how to configure on 2.4 GHz band. Configuration on 5 GHz is identical.

Procedure

1. Select the SSID to which the access control is applied from the SSID drop-down list menu.
2. Enable Access Control.

3. Select the control Mode as required.

4. Add the MAC address of the client.

Option 1: Enter the MAC address manually
Enter the MAC address into the MAC Address box.
Option 2: Add online clients

(1) Click Add Online Devices. The Online Device configuration window appears.
Cinline Device =

Tick to select all

[] {{a] IP Address MAL Address Connection Duration

D 1 192 168.1 147 S4B 21566245 LImindZsec
Tick to select

(2) Select one or multiple devices by ticking the checkbox(es) next to ID column.
(3) Click Add.

5. Click Save to apply your settings.
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G510 | Test (H v
Agcazs Control ﬁ
Mode = Blacklist 0 Whitelizt
Toggle the button to enable or disable the rule.
\
MAC Address Farrrnal 20 0000 M0 M0 MK Add Add Onlfine Devices
] MAC Address Status Operation
1 54:B1:21:56:62:45 [ @ )
m Cancel | Click to delete the rule.
---End
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5.7 Advanced settings

This module enables you to make AP’s WiFi network and wireless transmission more

efficiently through enabling identifying client type and filtering broadcast packet. By default,
these two functions are disabled.

To enter the configuration page, choose Wireless > Advanced Settings.

5.7.1 Identify client type

m Note

Enabling this function may impact on the wireless performance of the AP. Therefore, enable this function
only when necessary.

With this function enabled, the AP can identify the operating system of the client connected
to it. To enable this function, tick Enable next to the Identify Client Type, and click Save.

Advanced Settings

Identify Client Type @ Enable Disable

Broadcast Packet Filter Enable ® Disable

Filters Excludes DHCP and AR ¥

Save Cancel

You can view the client type information by navigating to Status > Client List.

'\@" Tip

The AP identities the client type on two conditions:

- The Identity Client Type function is enabled.

- The client connected to the AP has accessed an http:// website.
Otherwise, -- is displayed.
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5.7.2 Broadcast packet filter

|__|f Note

You are strongly recommended to configure this function only under the professional
guidance to prevent degrading the WiFi performance of the AP.

By default, the AP will forward lots of invalid broadcast packets, which may affect normal
packets transmission. However, this function can filter broadcast packets and reduce airtime
consumption, ensuring bandwidth of normal packets transmission.

The AP supports to filter broadcast packets and allows you to keep DHCP and ARP packets, or
ARP packets only.

To enter the configuration page, choose Wireless > Advanced Settings first.
Procedure
1. Tick Enable next to the Broadcast Packet Filter.

2. Select the broadcast packets you do not want to filter from the drop-down list menu of
Filters.

3. Click Save to apply your settings.

Advanced Settings

Identifiy Client Type @ Enabie Dizable

Broadcast Packet Filter @ Enabie Disable

Filters Excludes DHCF and AR =

Excludes OHCP and ARP

Exgludes ARP

Save Cancel

---End
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5.8 QVLAN settings

This AP supports the IEEE 802.1g VLAN function and can work with switches supporting that
function to establish multiple VLANs. Devices connecting to VLANs with different VLAN IDs
cannot communicate with each other. By default, the AP’s QVLAN function is disabled.

5.8.1 Overview

To enter the configuration page, choose Wireless > QVLAN Settings.
CVLAN Settings
van @D

PVID 1

Management VLAN 1

2.4 GHz 551D VLANID (1 to 4024)

Test 01 1000

5 GHz 55ID VLANID (1 to 4024)

[P-COM_DY0738 56 1000

Save Cance!

Parameter description

Parameter Description

It specifies whether to enable the QVLAN function of the AP. By default, it is

QVLAN disabled.

Port-based VLAN ID.

PVID It specifies the ID of the default native VLAN of the trunk port of the AP. The
default value is 1.
It specifies the ID of the AP management VLAN. The default value is 1.

Management VLAN  After changing the management VLAN, you can manage the AP only after
connecting your computer or AP controller to the new management VLAN.
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Parameter Description
2.4 GHz SSID It specifies the currently enabled SSID(s) over the 2.4 GHz band of the AP.
5 GHz SSID It specifies the currently enabled SSID(s) over the 5 GHz band of the AP.

It specifies the VLAN IDs corresponding to SSIDs. By default, this value is 1000.

VLAN ID After the QVLAN function is enabled, the wireless ports corresponding to SSIDs
functions as access ports. The PVID of an access port is the same as its VLAN ID.

If the QVLAN function is enabled, tagged data received by a port of the AP is forwarded to the
other ports of the VLAN corresponding to the VID in the data, whereas untagged data
received by a port of the AP is forwarded to the other ports of the VLAN corresponding to the
PVID of the port that receives the data.

The following table describes how ports of different link types process transmitted and

received data.

Method to process received data

Port Method to process transmitted data
Tagged data Untagged data
Transmit data after removing tags
Access
from the data.
Forward the data to Forward the data to the
other ports of the VLAN If the VID and PVID of a port are the
other ports of the VLAN , same, transmit data after removing
corresponding to the VID corresponding to the f he d
tags from the data.
Trunk in the data. PVID of the port that

receives the data. If the VID and PVID of a port are
different, transmit data without
removing tags from the data.

5.8.2 Example of configuring QVLAN

Networking requirement

A hotel has the following WiFi network coverage requirements:
- Guests are allowed to connect to VLAN2 and only able to access the internet.
- Hotel staffs are allowed to connect to VLAN3 and only able to access the intranet.
- Hotel administrators are allowed to connect to VLAN4, able to access both the
intranet and the internet.

Assume that the SSID for guests is internet, the SSID for staffs is oa and the SSID for
administrators is VIP. The SSIDs are enabled and configured successfully on the AP.
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Network topology

&5

Routera
PoE
switch ¢
LAN Internal
server
AP ¢ Guest SSID: internet (VLAN2)
o, Staff SSID: oa (VLAN3)

Administrator SSID: VIP (VLAN4)

4

>

Configuration description
Configuring QVLAN function involves operations across various devices. This guide will walk you
through the configuration step by step.

The following table summarizes the overall steps. Get yourself familiar with the whole process
before you start.

Step Task Description

1 Configure the AP. Enable QVLAN on the AP, and set required parameters.

2 Configure the switch. Create IEEE 802.1q VLANs on the switch as required.

3 Configure the router Enable QVLAN function on your router and internal server, and configure

and the internal server.  parameters as required.

Procedure

1. Configure the AP.

(1) Login to the web Ul of the AP and choose Wireless > QVLAN Settings.
(2) Enable QVLAN.
(3) Modify the VLAN IDs as shows in the following figure.
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OVLAN Settings

v @
PAVID 1

Management VLAN 1

2.4 GHz 5510 VLAMID (1 to 4094)

internet 2
oa 3
vip 4

(4) Click Save to apply your settings.
(5) Click OK. And wait for the AP completes rebooting.

192.168.1.161 says

Saving your QVLAN configurations makes the device reboot.

Contimue?
I oK Cancel

2. Configure the switch.
Create IEEE 802.1q VLANSs described in the following table on the switch. Retain the

default settings of other ports. For details, refer to the user guide of the switch.

Port Connected To Accessible VLAN ID Port Type PVID
AP 1,2,3,4 Trunk 1
Internal server 3,4 Trunk 1
Router 2,4 Trunk 1

3. Configure the router and the internal server.
To ensure your wireless devices connected to the AP can access the internet, you should
configure QVLAN function on your router and internal server which support QVLAN

function. Detailed VLAN parameters are listed as follows:

VLAN parameters configured on your router:
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Port Connected To Accessible VLAN ID Port Type PVID
Switch 2,4 Trunk 1

VLAN parameters configured on your internal server:

Port Connected To Accessible VLAN ID Port Type PVID

Switch 3,4 Trunk 1

For configuration details, refer to the user guides of your router and internal server.

---End

Verification

Wireless devices connected to the SSID internet can access only the internet. Wireless
devices connected to the SSID oa can access only the intranet. Wireless devices connected to
the SSID VIP can access both the internet and the intranet.
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6 Advanced

6.1 Deployment mode

If a large number of APs are deployed, you are recommended to adopt an IP-COM AC (Access
Controller, such as AC1000/2000/3000) to manage the APs in a centralized manner. The AP
supports Local Deployment (default) and Cloud Deployment.

6.1.1 Applicable scenarios

Deploy your network according to the following introduction to meet your very specific
requirement.

®  Local deployment

If you need to deploy many APs in a small area, you are recommended to set the AP in the
local deployment mode, which uses a local AC (in Sub AC mode) to manage the APsin a
centralized manner. The following figure shows the topology for the local deployment mode.
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Core switch M AC

PoE switch
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= Cloud deployment

If you need to deploy many APs distributed across a large area, you are recommended to
select the cloud deployment mode, which uses an AC (in Cloud AC mode) over the internet to
manage the APs in a centralized manner. The following figure shows the topology for the
cloud deployment mode.

Internet

Router v“.-

Core switch €2

AP1
N & N

6.1.2 Introduction to deployment mode of the AP

To enter the configuration page, choose Advanced > Deployment Mode.
Deployment Mode

Doploymant Mode @ Lozal 0 Cloud
Device Mame Acress ol
Cioud AC Address
Cloud AL Management Port Ranges 1028 ¢

Choud AL Upgrade Port Range: 1028 to'b553!
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Parameter description

Parameter

Deployment Mode

Device Name

Cloud AC Address

Cloud AC
Management Port

Cloud AC Upgrade
Port

Description

It specifies the deployment mode supported by the AP.

— Local (default): It indicates that the AP can be managed only through the AC
connected to the same local network.

= Cloud: In this mode, the AP can be managed only by a cloud AC or a cloud
server.

It specifies the device name of the AP.

'\®" Tip

=~ You can customize the device name here, or on Internet Settings > LAN Setup
page. Modification of the device name is globally applied.

— For later convenient management, you are recommended to customize the
device name.

It specifies the WAN IP address of the router to which the cloud AC connects, or the
domain name to which the router’s WAN IP address is bound.

It specifies port of the egress router to which the cloud AC connects for managing
this device.

It specifies port of the egress router to which the cloud AC connects for upgrading
this device.

6.1.3 Configuring the cloud deployment mode

Procedure

1. Click Deployment, and select Cloud.

2. Set related parameters.

3. Click Save to apply your settings.
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De pIuEment

Dephoyment

Dievice Mams

Cloud AD Management Port
Cloud AC Upgrade Port

Cloud AC Address

b Local '!..' Cloud

HAccess Point

iRange: 1024 10 B5535)

{Range: 1024 to 65535)

Administrater; admin

Save

Heslora

Help

ﬂl"-ﬂ-ﬂdrﬁ; or domaln name of WAN port of the egress router which the

remote AL canmects)

---End
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6.2 SNMP

6.2.1 Overview

The Simple Network Management Protocol (SNMP) is the most widely used network
management protocol in TCP/IP networks. SNMP enables you to remotely manage all your
network devices compliant with this protocol, such as monitoring the network status,
changing network device settings, and receiving network event alarms.

SNMP supports managing devices bought from various vendors automatically, regardless of
physical differences among the devices.

SNMP management framework

The SNMP management framework consists of SNMP manager, SNMP agent, and
Management Information Base (MIB).

SNMP manager: It is a system that controls and monitors network nodes using the
SNMP protocol. Network Management System (NMS) is the most widely used
SNMP manager in network environments. An NMS can be a dedicated network
management server, or an application that implements management functions in a
network device.

SNMP agent: It is a software module in a managed device. This module is used to
manage data about the device and report the management data to an SNMP
managetr.

MIB: It is a collection of managed objects, defining a series of attributes of managed
objects, including names, access permissions, and data types of objects. Each SNMP
agent has its own MIB. An SNMP manager can read and/or write objects in the MIB

based on the permissions assigned to the SNMP manager.

An SNMP manager manages SNMP agents in an SNMP network. The SNMP manager
exchanges management information with the SNMP agents using the SNMP protocol.

Basic SNMP operations

The AP supports the following basic SNMP operations:

Get: An SNMP manager performs this operation to query the SNMP agent of the AP
for values of one or more objects.

Set: An SNMP manager performs this operation to set values of one or more objects
in the MIB of the SNMP agent of the AP.
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SNMP protocol version

The AP is compatible with SNMP V1 and SNMP V2C and adopts the community
authentication mechanism. Community name is used to define the relationship between an
SNMP agent and an SNMP manager. If the community name contained in an SNMP packet is
rejected by a device, the packet is discarded. A community name functions as a password to
control SNMP agent access attempts of SNMP managers.

SNMP V2C is compatible with SNMP V1 and provides more functions than SNMP V1.
Compared with SNMP V1, SNMP V2C supports more operations (GetBulk and InformRequest)

and data types (such as Counter64), and provides more error codes for better distinguishing
errors.

MIB introduction

An MIB adopts a tree structure. The nodes of the tree indicate managed objects. A path
consisting of digits and starting from the root can be used to uniquely identify a node. This
path is calling an object identifier (OID). The following figure shows the structure of an MIB.
In the figure, the OID of Ais 1.3.6.1.2.1.1, whereas the OID of Bis 1.3.6.1.2.1.2.

IWIB bree structure

1 (miks
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6.2.2 Configuring the SNMP function

To enter the configuration page, choose Advanced > SNMP first.

Procedure

1. Enable SNMP Agent.

2. Set related parameters.

3. Click Save to apply your settings.

SNMP Settings

snmP agent @)

Administraior Adminisirator
Device Name Access Point
Location Fhenthan
Read Community pubic

Read,Write Community private

---End

Parameter description

Parameter

SNMP Agent

Administrator

Device Name

Description

It specifies whether to enable the SNMP agent function of the AP. By default, it is
disabled.

An SNMP manager and the SNMP agent can communicate with each other only
when their SNMP versions are the same. Currently, the SNMP agent function of the
AP supports SNMP V1 and SNMP V2C.

It specifies the administrator’s name of the AP. The default name is Administrator.
You can modify the administrator’s name if required.

It specifies the device name of the AP. By default, the device name is Access Point.
You can modify it if required.

You are recommended to modify the AP name so that you can identify your AP
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Parameter Description
easily when managing the AP using SNMP.
Location It specifies the location where the AP is used. You can modify the location according

to your actual situation.

It specifies the read password shared between SNMP managers and the SNMP

) agent. The default password is public.
Read Community )
The SNMP agent function of the AP allows an SNMP manager to use the password

to read variables in the MIB of the AP.

It specifies the read/write password shared between SNMP managers and the
Read/Write SNMP agent. The default password is private.

Community The SNMP agent function of the AP allows an SNMP manager to use the password
to read/write variables in the MIB of the AP.

6.2.3 Example of configuring SNMP settings

Networking requirement

- The AP connects to an NMS over an LAN network. This IP address of the AP is
192.168.0.254/24 and the IP address of the NMS is 192.168.0.212/24.

- The NMS uses SNMP V1 or SNMP V2C to monitor and manage the AP.

it

Router

PoE 2
switch *
AP @
192.168.0.254/24

NMS
192.168.0.212/24

Procedure
1. Configure the AP.

Assume that the administrator name is Tom, read community is Tom, and read/write
community is Tom123.

(1) Login tothe web Ul of the AP and choose SNMP.
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(2) Set SNMP Agent to Enable.
(3) Setthe SNMP parameters.
(4) Click Save to apply your settings.

SNMP Agent D

Administrator Tom

Device Name Access Point

Location Shenihen
Read Community Tom
Head/Wrte Community Tom123

2. Configure the NMS.

On an NMS that uses SNMP V1 or SNMP V2C, set the read community to Tom and
read/write community to Tom123. For details about how to configure the NMS, refer to
the user guide of the NMS.

---End
Verification

After the configuration, the NMS can connect to the SNMP agent of the AP and can query and
set some parameters on the SNMP agent through the MIB.
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7/ Tools

7.1 Date & time

This section introduces how to set the system time and login timeout interval of your AP.

7.1.1 Overview

This function is used to set the system time. To make the time-related functions effective,
ensure that the system time of the AP is set correctly.

The section introduces how to:
- Sync with internet time.

- Set system time manually (default).

To access the configuration page, choose Tools > Date & Time. See the following figure.

System Time Login Timeout intensal |

Thme Setup @ Sync with Intecnet Tlme hdanual
Syne intepal 300 pran b
Timee Zane (GEMTHIAARH E-—-mng :'|1:'-'lgr|ll'|g Hong Hr-ﬂq Urvirmig, Taipes 7
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7.1.2 Configuring system time

Configuring AP to synchronizing with internet time

With this method, the AP automatically synchronizes its system time with the network time
server (NTS). As long as the AP is connecting to the internet, the system time is correct.

Procedure

1. Choose Tools > Date & Time.

2. Tick the Sync with Internet Time box.

3. Select a value from the Sync Interval drop-down list menu as required, which is 30 min in
this example.

4. Choose the Time Zone where the AP locates.

5. Click Save to apply your settings.

System Time Login Timeouwt intensa |

Thme Setup @ Sync with Intecnet Tlme hdanual
sy Infasval 300 rran A
Thmee Zane (R T+HIAAHN E-—-mn;c:u :'|1:'-'lgr|ll|g Hong I-'Lr-"q Ururmg, Taipes 7

---End

The AP synchronizes with the internet time every 30 minutes.

Configuring date and time manually

With this method, you need to manually reconfigure the system time each time the AP
reboots.
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Procedure
1. Choose Tools > Date & Time.
2. For manual setup, you can:

Option one: Enter a correct date and time manually.

Option two: Click Sync with PC Time, the AP auto-fills the system time of your

management computer in the Date & Time fields.

]
Make sure that the system time of your management computer is correct.

3. Click Save to apply your settings.

system Time Login Timeout Interval

Tirme Seup S owilh lestereasl Timis & [asiial
Date & Time:  2019Year 03 Monthi 30 Day 02 hrsi3d. minisg s

Bync with FC Time

Save Carical

---End

7.1.3 Configuring login timeout interval

If you log in to the web Ul of the AP and perform no operation within the login timeout

interval, the AP logs you out automatically.

Procedure

1. Choose Tools > Date & Time, and click the Login Timeout Interval tab.

2. Setthe login timeout interval as required.
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3. Click Save to apply your settings.

dystem Time Login Tinmeout Interal

Loale Timeout Intarval g min{Range 1 to 60, Default 5)

---End

The AP logs you out automatically if you perform no operation within the interval you set
here.
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7.2 Maintenance

This section introduces how to:
- Reboot the AP manually, or as scheduled.
- Reset the AP either using web Ul, or the RESET button.
- Upgrade the AP.
- Back up the AP’s configuration to your local computer.
- Restore your previous configurations.
- Control the LED indicator of the AP.

7.2.1 Reboot

If a parameter does not take effect or the AP does not work properly, you can try rebooting
the AP to resolve the problem.

The AP supports two rebooting methods:
- Manual reboot: Reboot the AP by clicking the Reboot button.

- Reboot schedule: Let the AP reboot at the specified time or interval you set.

m Note

Rebooting the AP disconnects all connections. You are recommended to reboot the AP in spare time.

Manual reboot
Procedure
1. Choose Tools > Maintenance.
2. Click Reboot.

3. Click OK on the pop-up window.

Mainlenandd Repool Scheduie

feboot Hebnool
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---End

Wait for the AP completes rebooting.

Reboot schedule

You can let the AP reboot:

- Atinterval: The AP reboots at the interval you set.

B Configuring the AP to reboot at an interval

1.

2,

At specified time: The AP reboots regularly at the time you set.

Click Tools > Maintenance, and click the Reboot Schedule tab.

Enable Reboot Schedule.

Select Reboot Interval from the Type drop-down list menu.

Set Interval as required, which is 1440 minutes in this example.

Click Save to apply your settings.

Maintenance Reboot Schedule

Reboot Schedule ()

Type Rebaot Interval r

Interva 1440 min{Rang

---End

The AP reboots every 1440 minutes.

1.

2,

Configuring the AP to reboot at specified time

Click Tools > Maintenance, and click the Reboot Schedule tab.

Enable Reboot Schedule.

Select Reboot Schedule from the Type drop-down list menu.

Reboot On: Select the required day(s) when the AP reboots, which is Monday in this

example.

Reboot At: Set the time when the AP reboots, which is 3:00 in this example.
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6. Click Save to apply your settings.

Maintenance Reboot Scheduls |

Reboot Schedute (}
Type -qebunf Schedule T
Reboot On W Mondsy Tuszzlay 1) Wednesaay | Thursday
! Fricay | Saturday Sunday Ll Every Day
Rebootat | 300 (Crefauit: 200
L Cancal

---End

The AP reboots at 3:00 every Monday.

7.2.2 Reset

If the internet is inaccessible for unknown reasons, or you forget the login password, you can
reset the AP to resolve the problems.

The AP supports two resetting methods:
- Resetting the AP using web UL.

- Resetting the AP using the Reset button.

|__|f Note

- Resetting the AP deletes all your current configurations, and you need to reconfigure the AP again.
Therefore, resetting the AP only when necessary.

- Ifitis necessary to reset the AP, backing up your current configuration first.

- When resetting, do not power off the AP.

Resetting the AP using web Ul
1. Click Tools > Maintenance.
2. Click the Reset button.

3. Click OK on the pop-up window.
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Maintenance Reboot Schedule |

Reboot Reboot

Reset Resst

---End

Resetting the AP using the Reset button

This method enables you to reset the AP without logging in to its web Ul.

With the SYS LED indicator blinking, hold down the RESET button using a paper clip for about
8 seconds, and release the button when the SYS LED indicator lights up. Wait until the AP
completes resetting.

---End

7.2.3 Upgrade firmware

This function enables you to upgrade the AP’s firmware to get more functions and higher
stability.

|__|/ Note

- To enable your AP to work properly after an upgrade, ensure that the firmware used to upgrade
complies with your product model.

- When upgrading, do not power off the AP.

Procedure

1. Download the latest firmware version for the AP from http://www.ip-com.com.cn to your
local computer.

2. Logintothe web Ul of the AP, navigate to Tools > Maintenance, and locate the Upgrade
Firmware configuration area.

3. Click Upgrade, select and upload the firmware that has been downloaded to your
computer.
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4. Click Upgrade. Wait until the progress bar completes.

Upgrade Firmware Upgrade

IO ol ek Y10 3
S 1L |

Currant Firmware Version: VLO.O3 Release Date 2019-02-1
MNote: To prevent device damiages, do not power off the device during the

upgrade.

|__|/ Note

If you upgrade low transmit power version to/from high transmit power version, reset the AP after
upgrading completes to apply your settings.

---End

Wait until the progress bar completes. Then log in to the web Ul of the AP again. Click Status >
System Status and check whether the upgrade is successful according to the Firmware
Version parameter.
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7.2.4 Backup and restoring configurations

The backup function is used to export the current configuration of the AP to your computer.
The restore function is used to import a configuration file to the AP.

You are recommended to back up the configuration after it is significantly changed. When the
performance of your AP decreases because of an improper configuration, or after you restore

the AP to factory settings, you can use this function to restore a configuration that has been
backed up.

G

“Tip

:mf'@'-

If you need to apply same or similar configuration to many APs, you can configure one of the APs, back up
its configuration, and use the backup configuration file to restore the configuration of other APs.

Backup the current configuration
1. Click Tools > Maintenance.

2. Click Backup/Restore.

Backup/Restore Backup/Restors

3. Click Backup on the pop-up window.

Backup/Restore X
Backup Configurations Backup
Restore Configurations Restore
---End

A configuration file indicated with APCfm.cfg will be downloaded.
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[}
/

“Tip

nma'@'

If the following warning message appears, click Keep.

This type of file can harm your computer, .
A Keep Discard
Do you want to keep APCfm (2).cfg anyway?
Restoring previous configuration
1. Click Tools > Maintenance.
2. Click Backup/Restore.
3. Click Restore on the pop-up window.
Backup/Restore X

Backup Configurations Backup

Restore Configurations Restore

4. Choose the file you would like to restore.

---End

Wait until the progress bar completes.

7.2.5 LED indicator control

This function enables you to turn on/off the LED indicator of the AP. By default, the LED
indicator is turned on. To turn off the LED indicator, click Turn off all LED indicators.

LED: Indicator Control | | Turn off all LED indicators
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7.3 Account

7.3.1 Overview

The router supports two account types: Administrator and Guest. The difference between
them is their permission.

The Administrator account has permission to view and modify the settings. The default
username and password for this account are admin/admin (both are case-sensitive). You can
view and modify it here.

The Guest account can only view other than modifying the settings. The default username
and password for this account are user/user (both are case-sensitive). You can view and
modify it here.

To access the configuration page, choose Tools > Account.

Account |

7.3.2 Modifying login password
1. Click Tools > Account to enter the configuration page.
2. Locate the account type and modify the password on the pop-up window.

3. Click Save to apply your settings.
---End

Then you will be redirected to the login page. Enter the password corresponding to the
account you set just now, and click Login to log in to the AP.
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7.4 System Log

System logs record information about system running status and the operation you
performed on it. When system malfunctions occur, you can use system log for
troubleshooting.

The AP also supports Log Service that allows you to sync the system logs of the AP to the log
server you specified. Therefore, you can use syslog software to view the logs on the server.

7.4.1 Viewing system logs

'\@" Tip

- System logs will be cleared each time the AP reboots or resets.
- By default, the system only keeps 150 logs that are generated the most recently.

To view system logs, choose Tools > System Log.
Click Refresh to refresh the current page.

Click Clear to clear all logs.

a0t Log Settings

Fsiezh Clgar long Type: Al i
[a] Time Typa Log Content

1 2019-03-30 13:31:58 Spslem weh 192.168.1. 182 login

2 20L8-03-30 133438 Tystem web login time explred

3 20190330 133431 System wab login time expircd

4 A019-03-30 122607 Sysiem SJP errter in reosive scan skaius,

5 2019-03-20 1713833 Ryalem el 192 168.1.182 kgin

b A019-03-30 113058 System wiebh 184 16H1.1ES login

7 2018-03-30 11:37:27 System Login manage: Change user passwao..

B 2013-03-30 112159 System weh 192,168.1,182 login

3 2013-03-30 11:31:37 Ryslem wils 152, 16R.1.187 kagin

1n 2011-05-01 (ke Lpsten weD 192168118 login
Woowin Lol Page | 1 2 3 Maxt
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7.4.2 Modifying number of logs to be displayed on Web Ul
Procedure
Choose System Log, and then click the Log Settings page first.

1. Enable Log Service.

Logs Loa Settings

Log Service ()

Mumber of Logs | 150

2. Modify the Number of Logs as required.

3. Click Save at the bottom on this page to apply your settings.
---End

7.4.3 Sync system logs of the AP to a log server

With the Log Service function enabled, you can sync the system logs of the AP to the log
server you specified. Therefore, you can use syslog software to view the AP’s system logs on
the log server.

Procedure
1. Choose Tools > System Log, and click the Log Settings tab.

2. Enable Log Service, and click Save to apply your settings.
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Logs Leg Settings |

Lag Service (}
Mumber of Logs 150 riangs 100 1o 300. Dafault 154]
Log Server IP
1t Server Port Status Operation
Address Log P
No data
Add

3. Click Add. The following window appears.

Log Server TP Ad

dress
Log Server Part

Status @ Enablo 2 Disablo

Add Cancal

4. Enter the Log Server IP Address and Log Server Port as required, which is 192.168.20.213
and 514 in this example. And click Add.
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L@s Log Settings |

Lag Service D

Mumber of Lags 180 Range: 100 to 300, Default: 150]
ID Log Server IP Address Log Server Port Status Operation
1 192.168.20.213 514 Enable £ W
Al

---End

You can view the system log of the AP remotely on the third-party log server software you
use.
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7.5 Diagnostic tool

7.5.1 Overview

The AP supports Ping command, which is used to check whether or not the connection
between the AP and a specified host is correct and the connection quality when facing
network reachability issues.

7.5.2 Executing Ping command to detect connection quality

Assume that you need to check the connection quality between the AP and its upstream
router:

1.  Choose Tools > Diagnostic Tool to enter the configuration page.

2. Enter the IP address of its upstream router in the Target IP/Domain Name box, which is
192.168.20.231 in this example.

Diagnostic Tool \

Enter an IP address (eg. 192.168.0.254) or a domain name {eg. www.google.com)

Targat [F/Domain Nams 192 168.20 231 ping

3. Click ping, or press Enter (Windows) or Return (Mac) on keyboard.
--- End

Wait a moment. The Ping result is displayed in the black square. See the following figure:
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Enter an IP address (eg. 192.168.0.254) or a domaln name [eg. www.google.com)

Target IP/Tomain Names 19216020 21 ]

: seg=1 tt=64 time=
&4 bytes from 1 0 en=2 ttl=64 time=0.587 ms

B bytes from 19 :seq=3 =64 time=0L618 ms

--- 19216 31 ping statistlcs ---

A packets transmitted, 4 packs

roud-trip min/avgfmeax = 058
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7.6 Uplink check

7.6.1 Overview

In AP mode, the AP connects to its upstream network using the LAN port. If a critical node
between the LAN port and the upstream network fails, the AP as well as the wireless devices
connected to the AP cannot access the upstream network. If uplink detection is enabled, the
AP regularly pings specified hosts through the LAN port. If all the hosts are not reachable, the
AP stops its wireless service and wireless devices cannot find the SSIDs of the AP. The device
can reconnect to the AP only after the connection between the AP and the upstream
networks is recovered.

If the uplink of the AP with uplink check enabled is faulty, wireless devices can connect to the
upstream network through another nearby AP that works properly.

See the following topology (The LAN port serves as the uplink port).

WAN
Router a
LAN
PoE Ethernet
; —_ ] AP
switch ¥ 5 OE®
N
Devices . \..S/ \2‘3/

7.6.2 Configuring uplink detection

To enter the configuration page, choose Tools > Uplink Detection first.
Procedure

1. Enable Uplink Detection.
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2. Enter the LAN IP address of Hostl and Host2 to ping in the corresponding box.

'\(@' Tip

Both Host1 to Ping and Host2 to Ping are mandatory. If you have only one host to ping, repeat the IP
address of Host1 in Host2 to Ping box.

3. Enter the interval at which the AP detects its uplink in Ping Interval box.

4. Click Save to apply your settings.

Uplink Detection |

Uplink Detectlon D

Hoetl to Ping 192.168.1.16%
Hostd to Ping 19216511

Ping Interval 10 minfRange: 10 to 100

Default: 10)

---End
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Appendix

A.1 Configuring a static IP address for your computer (Example: Windows 7)

Procedure
1. Right-click in the lower-right corner of the desktop and choose Open Network and

Sharing Center.

Open Metwork and Sharing Center

2. Click Local Area Connection.

Wiew your bazic network infarmation and set up conneclions

| = ee fuli man
a &= @ -
LIGLILAN-E Metwork 1 Intemes
{Thiz computer)
\iews wour active netwiarks Connett er disconnect
= noework 1 Arces type Tbernat
Cennections 2

Public netwar

Change your netwerking settings

‘:i. Izt ap a nEw coarection or network
—
Jet up a vareless, brosdbend, digl-up, ad hog, or WPH cormection; or set up & router or sccess poink,

"". Copnecttoa networi
Connect or reronnedt bo = wireless, wired, cial-up, or VPR network: coanectian

" ! Cnecase hamegroup and shanng opfions
Access files end prirters located on other netword computers, or change sheging settings,

i'_'-:_ Fimidsleshant prokliy

" Disgnose znd repair netwerk profilemis, or get trautleshocting infarmation.
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3. Click Properties.

B tocst Area Enﬂnmﬂgﬂ% = i
Gerersl

f Cormeclion
[Py # Cionnectivity: Internet
TPYE Comnectivity; Horetaork access
Med s Slale: Ensblzd
Corstion: 00:20:03
Specd: 1000 rbps

I

' Actity

I

Sent m— g’ m— Flepsiyed
I "'ﬂ
f Bytes: 5908 | 600,638

4. Double-click Internet Protocol Version 4 (TCP/IPv4).

U Leosmmscomemgns =
Hetworbur I
Connedt wsng: L

| & Bnakok FOln GRE Famdy Consrelier

(G|

Thie cornaclion uses e Tobewing Bams

bl OB Cimrd For Microsclt Hetwoks

¥ B 00S Pecket Scheduer

W JEFim s Printer Shaing for Micreach Nebwers
el s Intemet Profocal Yersan 6 (TCPAPG

Inl= et Proiedsd Version 2 {TC P/
Bl b Linis-| per Topology Descnvery Mapper LD Crver
Wl L. Link-Layer Tapology Dacoweny Reaponder

I_H"' J [ thta |_ _ Propeties |
Dazcsiptian
Trarsmesmon Cortml Pt Antemel Protnoal The defauk

wids amz network prolocol thal proides communization
| aoroes diveres Plercineded natwarks
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5. Select Use the following IP address and Use the following DNS server address.

Intermet Protocol Verdan 4 {TEPARE) Prapertics [
| Gererd
Yoll cap et I setongs assiares auterascaly IF vour reswsck supperks

i catabi sy, Dowrwing, Yo red b sk yoir nedwid s esas
fzr the sooroonate F cethngs,

2% Tthikain an I adraees autnatisrly
& o Tie folovang IF sddress:

P aorresis : R |
Suonetmasi

De=fault peteeay;

Trilgsiy [V 1ot wer lhh i i bsania by
i e s Folovang DS server addoessss; I
Prefered OHS sorven: [

Alteriate D5 serwer

i I Wakbdai= s=birg s uponexit | Achmrced .

6. IP address, Subnet mask: Set a static IP address, subnet mask for your computer, which is
192.168.0.10 and 255.255.255.0 in this example, and click OK.

Irtermet Protocol Verson £ [TCRAMA) Proparhies Lﬂilﬁ
General i
|
Tug can gel [P sstiangs gsaored sulometoaly i1 your relnork suboie iy
i capabdby, Cherame, pou reed b0 ask vour astwors sdninstraber
for ther appropnass 10 settinga,
i * Oban on IF address aummabicaty
! i Use e Sliowieg 2 address
: 1F address: 4718 0, W
| Skbret mas 295 255 455 0
|
i Defeudt gabeveay:
|
Cbtam D143 server sddrere attomabeslty
& Use the folovang UNEG server addresses;
|| Prefernen s e ES
il
i Afterrassy ONS soruer)
|
! =
IJ Wi g peltfings woon el [ Al o |
or | [ concd |
|
Verification

Configuration succeeds. You can check whether your configuration is successful on the
Network Connection Details page. Procedure are as follows:

1. Right-click in the lower-right corner of the desktop and choose Open Network and
Sharing Center.
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2,

3.

Open Metwork and Sharing Center

Click Local Area Connection.

Wigw your bazic notwork infermation and set up connecions

ﬁ ﬁ 0 See fulll map

LIGLILAN-PC Metwork 1 Tntemes
{Thiz computer)
Viewy your active nebmariz Connett er disconnect
Megwark 1 Arces type Slerat
Public neterark Connections ’;— { ol Arsa G ponectinn

Change your netwocking settings

Jet apa new coapeaction or network
Jeb up & vareless, brosdbend, digl-up, ad hog, or WPM cormection; o set up & router or sccess poink,

? Copnacttoa network
Cannect or reconnedt bo = wireless, wired, dal-up, or VPM network coanection

Choase hamegroup and shanng ophions
Azcess files end prirters locatsd on other network computers, or change shedng settings,

&

Troukbeshant problensg
[agnose znd repair achwork problems, or get troubleshocting infarmation.

i

Click Details.

' Local Area Connechon Slatus It

=

Cornection
[P Connecthuity: Irternet
TPwE Comnectivity: He-nebaork access
e & Slale: Ensbl=d
Coration: 00:20:03
Speed: 1000 fbps
Activity
Sent m— “ w—  Fesyed
Bytes: ni49ee | 600,635
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4. Check whether your configuration is successful on the Network Connection Details page.
Parameters in IPv4 Address, IPv4 Subnet Mask represent the IP address, subnet mask of
your computer.

Network Connection Detsis il
Hetwork Cormecsion Detals.
Propeety e |
Connaciionapecfic DN
Deeecription Realtel: POl GRE Famey Controlor
Prsical Addreas ACLCEN-AD-34-53
DHC? Enabied Ho
1Pyd Addreas 152168010
1Py Sl Mask 2565 265 2550
1Py Dofauk Gateway
1Py NS Saner

1Pwd WING Server

MesBIDS aver Tepp BEn Yes

Limkdocal IPvE Addren: Feli0: 4826 Boc2 2nidndaf i1
1Py Dafaul Gateway

1PwE DHS Sanver Fo:50 100200 Falil: ¥3e
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A.2 FAQ

Q1: | cannot access the web Ul of the AP after entering 192.168.0.254. What should | do?

A1l: Try the following solutions:

Ensure that all your Ethernet cables are properly connected.

If there is no IP-COM AC or IP-COM router with AP functionality in the network,
ensure that the IP address of your computer has been set to 192.168.0.X (X: 2 to
253), and the IP address is not used by any other devices in the same network.

Clear the cache of your web browser, or replace the web browser.
Disable the firewall of your computer.
Replace your computer.

If two or more APs are connected in the network without an IP-COM AC or IP-COM
router with AP functionality, an IP address conflict may happen. You should leave
only one AP in the network first and set a new IP address 192.168.0.X (X: 2 to 253)
for the AP. Then repeat this procedure to modify the IP addresses of the other APs.
Meanwhile, make sure that the IP address of your computer is in the same network
segment with your APs’ new IP addresses. Then try logging in to the web Ul of your
APs using their new IP addresses.

If the AP has been managed by an IP-COM AC or IP-COM router with AP
functionality, the AP’s IP address may be no longer 192.168.0.254. In that case, go
to the web Ul of the AC/router to view the new IP address of the AP, and then log in
to the AP’s web Ul using the new IP address.

If the problem persists, reset the AP, and then try logging in again.

Q2: My access controller (AC) cannot find my AP. What should | do?

A2: Try the following solutions:

Ensure that all the devices in the network are connected properly and the LED of
the AP blinks.

If VLANs have been defined in your network, verify that the corresponding VLAN
has been added to your AP controller.

Reboot your AP.
Upgrade firmware your AP to the latest version.

Reset your AP.
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A.3 Default parameter values

The following table lists the default parameter values of the AP.

Parameter Default Value
Login IP address 192.168.0.254
Login Administrator User Name/Password: admin/admin (case-sensitive)
Account
Guest User Name/Password: user/user (case-sensitive)
Quick Setup Working Mode AP
IP Address Type Static IP
IP Address 192.168.0.254
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
LAN Setup
Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0
Device Name Access Point
Optimize Ethernet for Faster Speed (Auto Negotiation)
DHCP Server Disable
Start IP Address 192.168.0.100
End IP Address 192.168.0.200
DHCP Server Subnet Mask 255.255.255.0
Gateway Address 192.168.0.1
Primary DNS 192.168.0.1
Lease Time 1 day
The AP allows 8 SSIDs on the 2.4 GHz band. SSID is
IP-COM_XXXXXX. XXXXXX indicates the last 6 digits of
the AP’s LAN MAC address with a range of
2.4 GHz XXXXOX~XXXXXXH7.
The first (primary) SSID in the drop-down-list box is
enabled by default, and the other SSIDs are disabled.
SSID
The AP allows 4 SSIDs on the 5 GHz band. SSID is
SSID IP-COM_XXXXXX_5G. XXXXXX indicates the last 6
digits of the AP’s LAN MAC address with a range of
5 GHz XXXXXX+8™XXXXXX+B.
The first (primary) SSID in the drop-down-list box is
enabled by default, and the other SSIDs are disabled.
Broadcast SSID Enable
Isolate Client Disable
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Parameter Default Value
Isolate Client Disable
WMF Disable
Max. Number of Clients 48
Chinese SSID Encoding UTF-8
Security Mode None
Wireless Network Enable
Network 2.4 GHz 11b/g/n
Mode 5 GH:z 1lac
Channel Auto
Channel 2.4 GHz 20MHz

RF Settings Bandwidth > GHz 80MHz
Lock Channel Enable
Lock Power Enable
Preamble Long Preamble
Short Gl Enable
;:E;);is;seBroadcast Probe Disable
Beacon Interval 100 ms
Fragment Threshold 2346
RTS Threshold 2347
DTIM Interval 1
RSSI Threshold -90 dBm

RF Optimization

Signal Transmission

Coverage-oriented

Prioritize 5 GHz Disable
5 GHz Threshold -80 dBm
Air Interface Scheduling Enable

Anti-interference Mode

3 (Suppress critical interference)

APSD Disable
MU-MIMO Enable
Client Timeout Interval 10 minutes
Mandatory = 2-4 GHZ 1,2,55,11
Rate 5 GHz 6 12, 24
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Parameter Default Value
Optional 2.4GHz 1,2,55,6,9,11,12, 18, 24, 36,48, 54
Rate 5GHz 6,9,12, 18, 24, 36, 48, 54
No ACK Disable
WMM
WMM Optimization Custom
Access Control Disable
Advanc  |dentify Client Type Disable
ed
Settings Broadcast Packet Filter Disable
QVLAN Status Disable
PVID 1
QULAN M VLAN 1
Settings anagement
2.4GHz SSID VLAN ID 1000
5GHz SSID VLAN ID 1000
Deployment Mode Local
SNMP Agent Disable
Administrator Administrator
Device Name Access Point
SNMP
Location ShenZhen
Read Community public
Read/Write Community private
Date & System Time Manual
Time Login Timeout Interval 5 minutes
Log records 150
Tools Log Service Disable
Reboot Schedule Disable
LED indicator Control Enable
Uplink Detection Disable
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